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|. Introduction

Having in mind the goals of supervision over th@ficial market, specified in Article 2 of the
Act of 21 July 2006 on Financial Market Supervis{@z. U. of 2012 item 1149, as amended,
hereinafter referred to as the act) to ensure cobwperation of the financial market, its
stability, security and confidence as well as tsuea protection of the interests of its
participants and the tasks of Polish Financial 8upen Authority (KNF) specified in
Article 4.1.2 of the act, consisting in taking mea&s aimed at improving the functioning of
financial market, “Guidelines on the Managementlafiormation Technology and ICT
Environment Security for Insurance and Reinsurdshgertakings” (hereinafter referred to as
Guidelines) are issued.

Issuance of the Guidelines is necessary due tgrafisant technological development and
systematic increase in importance of the infornmatiechnology for the operation of
insurance and reinsurance undertakings conduclieg tnsurance or reinsurance activity
pursuant to the Act of 22 May 2003 on Insuranceivitgt (i.e. Dz. U. of 2013, item 950)
(hereinafter referred to as undertakings) and lscaaf new threats in this area. These
guidelines also include the supervisory requiresedefined in regulations for the
implementation of Solvency Il directive, includifggnsion Programs issued by the European
Insurance and Occupational Pensions Authority: @8lines on Management Systems”,
“Guidelines on the provision of information to tbe@mpetent national supervisory authorities”
and “Guidelines on pre-application of internal migtieeferring to the procedure during the
preparatory period before the implementation ofvi@ions of a Directive of the European
Parliament and of the Council 2009/138/EC of 25 &mber 2009 on the taking up and
pursuit of the business of Insurance and Reinserd@cJ. L 335 of 17.12.2009, p. 1, as
amended) (Solvency Il directive).

The purpose of these Guidelines is to notify uradengs of expectations of the KNF
regarding prudent and stable information technolagyd ICT environment security
management, in particular regarding managemerslofssociated with these areas. The risk
may be defined as uncertainty related to the chrreifective and safe support of the
operation of undertakings by their ICT environmeltt.is primarily associated with
operational risk, legal risk and reputation risk.

These Guidelines are intended for undertakings atipgr as domestic insurance and
reinsurance undertakings pursuant to the Act oMag 2003 on Insurance Activity (i.e. Dz.
U. of 2013, item 950). These Guidelines are algenisled for major foreign branches of
insurance and reinsurance undertakings (pursudhetAct on Insurance Activity).

This document contains 22 guidelines which have loiddded into the following areas:

- Strategy and Organisation of the Information Tedbgwy and ICT Environment
Security areas,

- ICT Environment Development,

- Maintenance and Exploitation of ICT Environment,
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- ICT Environment Security Management.

These Guidelines are intended for all insurance m@amdsurance undertakings. However,
taking into account the characteristics of issedsted to the information technology and ICT
environment security and differences in the condsdj scale of operation and risk profiles of
the undertakings, the manner of implementatiorhefdgoals that arise from these Guidelines
will be different. Therefore, the descriptions aodmments under individual guidelines

should be regarded as a set of good practiceshvehiculd be applied in accordance with the
principle of proportionality. This means that apption of the good practices should depend
on the degree to which they comply with the speafid risk profile of a given undertaking

and the characteristics of its ICT environmentwvall as the ratio of cost of their introduction

to the resulting benefits (also from the perspecti’ security of the policy holders, insured,

beneficiaries or of the persons entitled under rasce contracts). The KNF expects that
decisions concerning the scope and manner of ingéation of the solutions specified in

these Guidelines are preceded by an in-depth asalys supported by an appropriate line of
reasoning.

In addition, it is recommended that when some efaétivities of undertaking are entrusted to
third parties, the undertaking make efforts to emshat the third parties follow the guidelines
set out in this document in accordance with scdphese Guidelines. Simultaneously, it is
recommended that in agreements with third parties, undertakings include appropriate
clauses that guarantee performance of the Guidelipehose third parties.

The KNF expects that appropriate actions aimedngldmentation of these Guidelines are
executed by the undertakings not later than by 8deimber 2016. The Guidelines should be
applied in accordance with the “comply or explagprinciple. If insurance undertakings
withdraw from application of the Guidelines, the Kxpects that such undertaking explains
the reasons for failing to apply the Guidelinesitgrbusiness activity. Information on the
application of these Guidelines should be provitted form that the undertakings fill out as
part of their own assessment of compliance withGhelelines and that is one of the ways of
verification by the KNF whether and in what man@aridelines have been implemented by
the undertakings. These Guidelines also includallebligations, performance of which is
required of the undertaking under the applicable la
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ll. Glossary

Information security - preservation of confidentiality, integrity andaaability; information
security may also include other characteristicgshsas authenticity, accountability, non-
repudiation and reliability (based on ISO/IEC 27200.2).

Cloud Computing - model of service provision that ensures conveniéon demand”
network access to a shared pool of configurablepctimg resources (e.g., networks, servers,
storage, applications, and services) that can flidlyaprovisioned and released with minimal
management effort or service provider interactitmséd on NIST Special Publication
800-145 “The NIST Definition of Cloud Computing”,ational Institute of Standards and
Technology).

Data availability - characteristic feature of data whereby theyasalable and may be used
on demand of an authorised entity (based on ISOAEI0:2012).

ICT environment security breach - single unwanted or unexpected ICT environment
incident (i.e. occurrence of an ICT environment poment condition that indicates potential
security breach or of the control mechanism ermam unknown situation which may be
relevant from the security perspective) or a seviesuch incidents, in the case of which a
significant probability of disruption or informaticsecurity breach occurs (based on ISO/IEC
27000:2012).

ICT infrastructure - a set of devices and transmission connectionsydinal in particular
hardware platforms (including servers, arrays, wtatons), ICT network (including routers,
switches, firewalls and other network devices)tayssoftware (including operating systems
and database management systems) and other eleimefddure-free and safe operation of
the above resources (including UPS, power genesaddr conditioning devices), also those
used in the disaster recovery center.

Data integrity - characteristic feature of data that determinga dacuracy and completeness
(based on ISO/IEC 27000:2012).

Client - policy holder, insured, beneficiary or persotitess under insurance contract.

Management of insurance and reinsurance undertaking- Management Board and
directors, managers of organisational units andgtegesses managers at undertaking.

Access account an individual space within the service that providbes tlient with a free
access (via an electronic device) to the servicesiged by the undertaking with the use of
electronic access channels and the possibility ddopm via passive operations (e.g. a
preview of personal data) and active operationg @ibmission of offers and requests, data
modification).

ICT environment security area- area regarding undertakings’ operations designethsure
proper management of the ICT environment secuskyat these undertakings.
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Business area- the area of activity of undertaking, which is papged by the ICT
environment, including e.g. business operations andestment, risk management,
accounting, finances etc.

Information technology area area regarding operations of undertakings’ desigo ensure
proper support by the ICT environment of the uradengs’.

Vulnerability — weakness of an asset or control mechanism tagth® exploited by a threat
(based on ISO/IEC 27000:2012).

Data confidentiality - characteristic feature of data whereby data neniaavailable or
undisclosed to unauthorised persons, processestrar e@ntities (based on ISO/IEC
27000:2012).

Business continuity plan (BCP) — documented procedures that after occurrence of
disturbance support the organization in respondadieving efficiency and recovery of
activities at a predefined operational level (basedSO 22301: 2012).

Risk profile - scale and structure of exposure to risk taking agoount the characteristics of
business activity of the undertaking (as part aipthr | or Il of the appendix to the Act on
Insurance Activity).

Data processing- any operations conducted on data, such as tolecsaving, storage,
organisation, alteration, share and erasure.

Operational risk — the risk of loss resulting from inadequate aommect internal processes,
actions of staff members or system operation, @mfrexternal incidents (based on
"Methodology of study and supervisory evaluatiorildR), of insurance and reinsurance
undertakings").

IT system - computer application or a set of related compuwpplications for data
processing.

ICT environment security management system- set of principles and mechanisms
referring to processes designed to ensure proper ¢€ ICT environment security.

ICT environment - ICT infrastructure of undertaking with informati systems utilising it
and information systems used at undertaking sumgpits activity, which are based on the
ICT infrastructure provided by external entities.

Threat- potential cause of an unwanted incident which ro@yse damage to the system or
the organisation (based on ISO/IEC 27000:2012).

'BCP —Business Continuity Plan
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lll.  List of Guidelines

Information Technology and ICT Environment Security Strategy and
Organisation

Guideline 1

Supervisory Board of the undertaking should supes®i operation of the information
technology and ICT environment security areas, armde Management Board of the
undertaking should ensure correct and efficient magement of these areas.

Guideline 2

As part of information technology and ICT environmeé security areas, the undertaking
should have a formal management information systethat would provide each
information recipient with a proper knowledge ondle areas.

Guideline 3

Undertaking should develop and implement informatidechnology and ICT environment
security strategy in line with the operational steyy of the undertaking.

Guideline 4

Undertaking should determine principles of coopeiat and the responsibility limits in the
business area, information technology and ICT ermiment security that allows to utilise
the ICT environment potential in an effective anéfe manner, in the business activity of
the undertaking.

Guideline 5

Organisational solutions and human resources in theformation technology and ICT
environment security areas should be adequate ®risk profile and characteristics of
operation and to allow effective performance of wies in these areas.
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ICT Environment Development
Guideline 6

Undertaking should have formal principles of impleentation of the ICT environment
projects, which are adequate to the scale and cleagastics of the projects implemented.

Guideline 7

IT systems at the undertaking should be developadsuch manner that supports its
operation and complies with the ICT environment seity requirements..

Maintenance and Exploitation of ICT Environment
Guideline 8
Undertaking should have a formalized data managerhprinciples used in the course of its

business (including data processed in data warehes)s in particular, data architecture
and quality management and that properly supportdmess activity of the undertaking.

Guideline 9

Undertaking should have formal principles of ICT frastructure management with IT
systems, including its architecture, individual cqonents, efficiency, capacity and
documentation that properly support business adiiviof the undertaking and data
processing security.

Guideline 10

Undertaking should have formal principles of coodion with external service providers
that ensure security of data and correct operatioh the ICT environment, taking into
account the ICT services provided by entities indbdal in the insurance capital group.

Guideline 11

Undertaking should have formal principles and tecimal systems that ensure adequate
level of control over the logical access to datadaimformation and physical access to key
elements of the ICT infrastructure.

IT Guidelines for Insurance and Reinsurance Un#demis 9/56



Guideline 12

Undertaking should ensure proper protection of theT environment against malware.

Guideline 13

Undertaking should provide internal system users &€T environment individual
components with support regarding resolution of éajpation problems, including those
arising from failures and other non-standard incias affecting their use.

Guideline 14

Undertaking should undertake effective measures atinat achievement and maintenance
of an appropriate level of employee competenciesthie area of ICT environment and
security of the information processed in that enmimment.

Guideline 15

The business continuity management system of thelemaking should take into account
special conditions related to the ICT environmenmcdata processed in that environment.

Guideline 16

Undertaking providing services with the use of di®nic access channels, especially those
that provide the possibility of insurance productamagement with insurance capital fund,
should have effective technical and organisatiorsilutions that ensure security of clients’
identity, data and funds, and should educate cliern the principles of safe use of these
channels.

Guideline 17

Undertaking should have formal principles of managent of the so called end user
computing, effectively limiting the risk associatedth exploitation of this softwaré.

2 End-User Computing, EUC - tools developed and atjreg based on applications such as spread sheets o
Relational Database Management Systems installegessonal computers, which allow users who are not
programmers to create business applications.
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ICT Environment Security Management
Guideline 18

Undertaking should have a formalised, effective 1Ganvironment security management
system, including activities related to the idegtifg, measuring, monitoring, managing
and reporting of risk in that area, integrated witlthe overall risk management and
information security system at the undertaking.

Guideline 19

Undertaking should classify information systems andformation processed in those
systems in accordance with the principles that takeder consideration, in particular,
security level required for such systems and infaton.

Guideline 20

Undertaking should have formal principles of the magement of ICT environment
security breach incidents including identificationregistration, analysis, prioritisation,
searching for links, taking corrective actions aredimination of causes.

Guideline 21

Undertaking should ensure functioning of informatio technology and ICT environment
security areas in compliance with the legal requinents, internal and external regulations,
agreements concluded and standards adopted at tiedtaking and supervisory acts.

Guideline 22

Information technology and ICT environment securitgreas at the undertaking should
undergo systematic, independent audits.
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I\VV. Information Technology and ICT Environment Security
Strategy and Organisation

Role of the Management Board and Supervisory Board
1. Guideline 1

Supervisory Board of the undertaking should supes®i operation of the information
technology and ICT environment security areas, armide Management Board of the
undertaking should ensure correct and efficient magement of these areas.

1.1. Within their competencies, Supervisory Board andndtgement Board of the
undertaking should give special attention to:

- ICT environment securifyand continuity managemeht,

- the process of development and update of the irdbom technology and ICT
environment security strategies,

- cooperation with external providers of servicesardmg the ICT environment and its
security®

- ensuring adequate organisational structure and humsources in the information
technology and ICT environment security afeas

- management of the quality of data that are keyifiigmce for the undertakifig
- Electronic Access Channels Management

1.2. In order to increase the effectiveness of supemwisand control over the ICT
environment security and to ensure efficient comication in that area as well as compliance
of its actions with the goals and needs of the misgdion, the undertaking should consider
(taking into account, in particular, complexity dfe ICT environment, risk exposure
regarding the ICT environment security and scate specificity of the business activity) and
make appropriate decisions whether appointmenesigdatior’ of a committee competent
for the ICT environment safety is necessary. Wdrkhe committee should be governed by
an adequately qualified member of the undertakirap&djement Board or a representative
appointed by the undertaking Management Board.

3 See section “ICT Environment Security Management”.

* See section “ICT Environment Continuity

® See section “Strategic Planning”.

® See section “Cooperation with External ProviddrServices”.

’ See section “Information Technology and ICT Enritent Security Organisation”

8 See sub-section “Data Quality Management”.

° See section “Electronic Access Channels Managément

191t is not necessary that it is a separate, desticabmmittee - in particular, it is permissible.atake into
account the tasks of the Committee for the ICT memvnental security in the works of units resporssifur
operational risk. Undertaking should, however, emghat the adopted solution allowed effective ekien of
tasks in the area.
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Management Information System
2. Guideline 2
As part of information technology and ICT environmeé security areas, the undertaking

should have a formal management information systethat would provide each
information recipient with a proper knowledge ondke areas

2.1. While developing the information technology and I@&hvironment security
management information system, the undertakingldhou

- identify issues within the information technologydalCT environment security areas
which should be covered by the management infoomatystem taking into account
the risk and other specific conditions relatechtn,

- determine the manner and principles of making aféel and obtaining information on
these issues (including to define the source fromchv it is possible to obtain
information in an automatic manner) and define oasgility in that respect,

- determine the adequate scope and frequency oftiegpor
- identify the persons and functidh®eing recipients of the information,

- ensure that information provided to each of thepients is clear, reliable, exact and
valid, has an adequate scope and is deliveredimnety manner.

Strategic Planning
3. Guideline 3

Undertaking should develop and implement informatidechnology and ICT environment
security strategy in line with the operational stegy of the undertaking.

3.1. In order to ensure that the strategy in informateehnology and ICT environment
security is realistic and at the same time compiieth current and future (expected)
conditions and business expectations, the undaga#iould have the necessary knowledge
of the ICT environment, allowing for the identiftean of interdependence between its
individual components and the data processed, mstances, goals and business needs
processed in that environment.

3.2. As part of implementation of the strategy mentioabdve, the undertaking should
determine, in particular, specific and measuraldlalsyand programs/projects with defined
priorities and time frame (in accordance with tthentified needs). These should include:

- development of the software used,
- changes in respect of data processed as part optiration of the undertaking,
- ICT Infrastructure development,

- Organisational and process changes in the managemrformation technology and
ICT environment areas,

Mrisk management function, compliance function, rim audit function and actuarial function, incldde the
management system in accordance with Solvencydttive.
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taking into account requirements referring to IGWieonment security, risk associated with
implementation of the strategy and funds necedsajplement it.

3.3. Undertaking should ensure that implementation ef strategy mentioned above
undergoes effective monitoring, in particular thgbu monitoring of its goals and
programs/projects defined in it.

3.4. Undertaking should ensure that the strategy meatiorabove undergoes
systematit? review and corresponds to changes in the undagakid its environment, such
as changes in the operation strategy of the uridegalegal and regulatory changes or
technological development.

3.5. The scope and level of specificity of the stratdggumentation should be adequate
to its complexity, scale and operation profile lud indertaking.

Business and Technical Areas Cooperation Principles
4. Guideline 4

Undertaking should determine principles of coopeiat and the responsibility limits in the
business area, information technology and ICT enmiment security that allows to utilise
the ICT environment potential in an effective anéfe manner, in the business activity of
the undertaking.

4.1. Principles that govern cooperation between busiaesas, information technology
and ICT environment security as well as the mammheommunication between these areas
should be defined and formalised in a manner thadequate to the scale and operation
profile of the undertaking.

4.2. These principles should ensure that:

- decision making procedure and the scope of tasisresponsibility in information
technology and ICT environment security are prégisefined and adequate to the
role of information technology area at the underngk

- business area specifies its expectations (incluttieg priorities) towards information
technology and ICT environment security in the mpstcise manner possible, in
particular through co-participation in the creatimiinformation technology and ICT
environment security strategies,

- information technology and ICT environment secuatgas inform the business area,
in a possibly most precise manner, of the estimatads that are necessary to meet
the needs of that area,

- ICT environment security area participate in theali@oment of information systems
and in the development and acknowledgement of atdschnd mechanisms that affect
the ICT environment security level,

- information technology and ICT environment securdéseas take part in giving
opinions on operational strategies of the undempkincluding as regards defining

12j.e. in an orderly and methodological manner.

IT Guidelines for Insurance and Reinsurance Un#demis 14/56



limitations and threats associated with such grasethat are identifies from the
perspective of these areas,

- business area is informed on a regular basis of implementation of
programs/projects that are important from the bessnarea perspective and that are
associated with the ICT environment.

4.3. In order to increase efficiency of supervision acwhtrol over the information
technology area as well as ensuring efficient comoation in that area and compliance of its
operation with the goals and needs of the institytundertaking should consider (taking into
account, in particular the scale and specificity ageration, complexity of the ICT
environment and strategic assumptions regardingeldpment of that area) and make
appropriate decisions whether appointment or dasigm® of a committee competent for
cooperation between the business and informatidmtdogy area is necessary. Work of the
committee should be governed by an adequately fagechlmember of the undertaking
Management Board or a representative appointetidoyrdertaking Management Board.

4.4. Simultaneously, in order to ensure the closesgmatén possible of the information
technology and ICT environment security managemetit the management of the entire
undertaking, the undertaking should ensure adequetperation between the units/functions
responsible for the information technology areadartaking operation strategy, ICT
environment security, continuity, operational rislanagement, process management, project
management and internal audit (allowing for an appate degree of independence of each
of these areas).

Information Technology and ICT Environment Security Organisation
5. Guideline 5

Organisational solutions and human resources in theformation technology and ICT
environment security areas should be adequate ®risk profile and characteristics of
operation and to allow effective performance of aties in these areas.

Organisational Structure

5.1. Undertaking should ensure that the organisatiortalictsire of information
technology and ICT environment security allows effee implementation of the
undertaking’s goals in these areas, in proportothé scale and profile of the undertaking’s
operation and complexity of the ICT environment.efdacy of such structure should
undergo systematic verification and should be ddgido modifications in the internal
environment of the undertaking and its area, ihsueed arises.

Distribution of Duties

5.2. Undertaking should precisely define the duties aglts of individual employees
regarding information technology and informatiorcig@y. Duties and rights should be

13 It is not necessary that it is a separate, degticabmmittee. Undertaking should, however, enshaé the
adopted solution allowed effective execution oksais the area.
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defined in writing and the distribution of dutiebosild minimise the risk of errors and

irregularities in the processes and systems. Rerpirpose, the most advisable is to make
sure that employee obligations are appropriateparsded, in particular, by isolating the

following:

- the creation function or modification function afermation systems from their testing
(except for tests performed by programmers whikating software) administration
and use,

- the ICT environment component administration fumttifrom designing security
control mechanisms associated with it,

- the information system administration function frome monitoring of its
administrators’ operations,

- the audit function from other functions in the infation technology and ICT
environment security.

5.3. Undertaking should appoint persons or define fumstiresponsible for making
decisions regarding individual systems utilisethatundertaking (often referred to as system
owners) based on the undertaking’s ICT infrastngctas well as on the ICT infrastructure
delivered by external entities. Duties of thesespes or functions should include, in
particular:

- ensuring correct operation and safety of the systetarms of business (e.g. through
proper definition of the procedures for using tlystem, participation in continuity
management, participation in authorisation managéme

- supervision over the activities of system users,
- participation in decision-making regarding devel@mtnof these systems.

In the event that for a given system more thanresponsible person/function responsible has
been specified, the undertaking should give spexttahtion to the precise determination of
distribution of competencies and duties.

5.4. Ensuring security of the information processedhie ICT environment is not the
exclusive competency of the persons responsibletiums responsible for the information
technology and ICT environment security, but itelegs to a large extent on proper actions of
direct users of information systems and data. Toexeevery employee of the undertaking
should be aware that its duty is to ensure secuofitthe information processed in the ICT
environment. To that end, the undertaking shouldard behavior and attitudes which
support the creation of the so-called culture édrimation security, educate employees in the
ICT environment security and obtain declarations (in written or electrofitem) of
compliance with the internal regulations regardimg area.

5.5. To supplement the above, employees of the ICT enment security area should
independently and in an active manner, monitoritii@ementation of activities in the area

14 See also: “Employee Education”
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assigned to business units and responsible fomtbemation technology area (e.g. in terms
of periodic reviews of system authorisations, aurrgafety control of the ICT environment
conducted by organisational units, testing theestiness of the ICT environment components
recovery based on backup copies, etc).

Human Resources

5.6. The undertaking should ensure that both the nurahdrlevel of knowledge and
qualifications of employees of the information teclogy and ICT environment security
areas has been entrusted allow safe and correcatmpe of the entire ICT environment.
Therefore, the undertaking should:

- ensure that employees work load allows effectivel@mentation of their duties,

- provide employees with regular training (adequatetheir position) promote the
acquisition of knowledge and enable employees thha&xge experiences (e.g. through
access to the so-called knowledge bases, parimipan sector conferences and
forums)*®

5.7. Undertaking should not introduce new component$Gaf environment without
having the knowledge and competencies that enabjgep management of the related risk.
Therefore, the undertaking should assess adequaegch of the competencies, and if they
are found to be insufficient, take measures to mnsuweir supplementation (e.g. employee
training, hiring new employees, cooperation witheexal service providers, etc.).

5.8. Undertaking should give special attention to thed®n of employees working in
positions that give access to the information \aitiigh degree of confidentialify

5.9. Undertaking should take measures to minimise thle associated with possible
resignation of key employees within the informatitechnology and ICT environment
security areas. In particular, the undertaking shou

- identify key employees whose resignation is assediavith a significant risk for the
operation of the undertaking,

- ensure availability of an updated and precise d@tuation of the ICT environmerit

- ensure that duties assigned to key employees aredmally performed by other
persons (e.g. when key employees go on a sufflgieatg vacation),

- have succession programs for positions occupiddeipyemployees,

- promote sharing of knowledge among employees,

- cover significant events associated with key emgdgywith management information
(especially information on resignation or long atzseof the employees resignatith)

15 See also: “Employee Education”.

16 See section: “Information and IT Systems Clasaifim”
7 See section: “IT Infrastructure Documentation”.

18 See also: “Management Information System”.
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V. ICT Environment Development
ICT Environment Projects
6. Guideline 6

Undertaking should have formal principles of impleentation of the ICT environment
projects, which are adequate to the scale and cleagastics of the projects implemented.

6.1. The principles of implementation of the ICT envinoent projects should, in
particular:

- introduce definition of the projedt,

- cover all project stages, from its initiation ar tdecision about its initiation until
formal closing,

- determine the manner of selecting project stakefns|d

- determine the manner of selecting project partitipadetermine their role, rights and
responsibilities,

- take into account the manner of project documenntati

- define the principles of cooperation and commuiocabetween the parties involved
in the project,

- define the principles of management of the pragebedule, budget, scope and quality,
- define the principles of project risk management,
- define the principles of project modification maeagent,

- define the principles, roles and responsibilities dcceptance and introduction to use
of products of the project works,

- define the principles of decision making to abanttenproject.

6.2. Projects should be carried out with or in relattonthe recognised standards and
best practices in the area of project managememimiles of such standards are proposed by
the PMI (Project Management Institute), in partculthe PMBoK standard (Project
Management Body of Knowledge), or the PRINCE2 meétihagy (PRojects IN Controlled
Environments.

6.3. Undertaking should consider (taking into accoumt, particular, the level of
complexity of the ICT environment, level of riskposure in respect of the ICT environment
security, scale and specificity of the businesw/igf) and make the appropriate decision with
regard to providing — within the framework of prdjeananagement - for participation of
representatives of the ICT environment securityadteoughout the entire lifecycle of the
project.

¥Definition of the project may be specified e.g.rélation to the size of the estimated project buidgethe
number of business days required for its implentanta
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6.4. In order to increase the effectiveness of supemisand control over the ICT
environment security the undertaking should considigking into account, in particular,
complexity of the ICT environment, scale and speityf of the business activity and projects
implemented) and make appropriate decisions whetbeointmerf® or designation of a
committee competent for the implementation of I@Vieonment projects is necessary. Work
of the committee should be governed by an adequgtedlified member of the undertaking
Management Board or a representative appointetidoynidertaking Management Board. ICT
projects implemented should also undergo perioditta

Development of IT Systems
7. Guideline 7

IT systems at the undertaking should be developadsuch manner that supports its
operation and complies with the ICT environment sety requirements.

7.1 Development of IT systems should be consistent thiéhassumptions of the plans,
based on the strategy of the undertaking with geg@arthe information technology and ICT
environment security areas.

7.2. Undertaking should identify specific requirements the development of IT
systems, taking into account current and anticipateeds and the future opportunities for
ICT environment development. Each requirement ghbel formulated in such manner that
enables clear assessment of its fulfilment. Inipaldr, analysis of the requirements should
include the following?*

- requirements in terms of functionality of the syste

- requirements regarding the scope, quantity and fofnthe data processed in the
system, including assessment of the possibilitgatfh migration from the currently
used systems,

- requirements regarding the ability to communicaiéh vether information systems
used by the undertaking, in particular regarding grinciples and scope of data
exchange,

- requirements regarding expected performance anthbVigy of the system, including
its heavy load,

- requirements regarding system resistance to failoobuding requirements regarding
recovery time after failure and acceptable dats, los

- requirements regarding operation of the systenmrenmient,

- requirements regarding security of the system aath ghrocessed in the system,
including cryptography, access control and redistnaof events occurring in the
system,

% |t is not necessary that it is a separate, desticabmmittee. Undertaking should, however, enshaé the
adopted solution allowed effective execution ok&is the area

2 1n case of any modifications to the existing IBtgyns, the elements to be taken into account iarhéysis of
requirements should be adequate to the scope s thedifications
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- requirements under the law, internal regulationsl atandards applicable at the
undertaking®

7.3. While designing the IT system, the undertaking #haiake into account the
possibility to modify it in the future, resultingn iparticular from amendments to legal
provisions, operating strategy or standards applkcat the undertaking. This means that by
developing IT systems, undertaking should identhanges in the internal and external
conditions that are possible to predict, and carside necessity of ensuring flexibility of a
given system to an appropriate extent that enabliestive implementation of necessary
modifications in the future.

7.4. Introduction of a new IT system, as well as siguifit modifications to the existing

system should be preceded by analysis of the riskng from the information technologies
applied and by assessment of the impact of the froations introduced on the ICT

environment and business processes at the undegtakih particular emphasis on security
aspect?’.

7.5. In the case of software development effected withioel use of external entities, the
undertaking should have a defined approach inrdgard. A good practice is to determine, at
least:

- software development methodology used, specifying software development
process,

- standards used in software development, including:

. IT infrastructure,

. programming tools and code repositories used,

. source code standards, including the preferred ranoging languages and
gueries, notation used and manner of making consnent

. principles of the use of current tests and codevevthat ensure an adequate
degree of independence of these reviews,

. software quality criteria (e.g. regarding easy rtenance, portability, etc.),

. standards for technical documentation being created

. principles of software versioning.

7.6. In the case of software development carried oulh whe participation of external

entities, the undertaking should use services lidhie suppliers with appropriate experience
(documented with completed projects), and reputatiothe market that ensure an adequate
level of security and quality of service. Undertaki should also consider and make
appropriate decisions whether it is necessary ¢lude software development standards and
methodologies adopted at the undertaking in theeeagents on software development

22 See also: “Formal and Legal Security”.
23 See sub-section “IT Environment Security Risk ifaration”
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concluded with external supplifsin particular, the undertaking should ensure tiefore
tests of new software version are implemented atuhdertaking, the software undergo
internal tests conducted by the supplier, and perdoce of such tests should not in any way
limit the scope of tests performed at the undenigki

7.7.

Both new software and modifications introducedhi® already existing IT solutions

should be tested adequately to their complexity thedmpact on other elements of the ICT
environment at the undertaking. Undertaking shdwalde software testing methodology that
includes, in particular, the following best praesc

organisation of tests should ensure a possibly kigbree of independence while
verifying fulfilment of the adopted assumptions,

tests should be conducted with the participationregresentatives of the widest
possible range of the undertaking’s organisatiamats that use the implemented
solution (or in the case of modifications, the nfiedi part), as well as information
technology and ICT environment security areas,

test scenarios and the scope and volume of dathinigbe tests should be as close as
possible to the procedures and data processed thelactual system utilisation, and
the undertaking should ensure an appropriate lefvebnfidentiality of the real data
used for testing,

the manner of reporting and correcting softwarersrshould be clearly specified and
should ensure registration of all reported errors,

tests should be carried out in a dedicated test@ament,

the scope of testing should include verificationetier all requirements have been
fulfilled, in particular the following are&s:

. compliance with the functional requirements esthigd,

. performance and availability of the system, inahgdheavy load conditions,

. compliance of the new solution with safety requieaits, including in terms of
authorisations,

. correct operation of the mechanisms that ensureeheired availability and
recovery after failure, including system recovanni backup copies,

. compliance with the adopted software quality measents,

. correct integration (data exchange) of a givenesyswith other systems,

. proper operation of systems integrated with a gisygstem, as well as, in the

case of modifications, the remaining (unmodifiedartpof the system
functionality.

%4 See also: “Cooperation with External Providers efviEes”.
®In case of modifications to the existing informatisystems, the areas taken into consideration glteisting
should be adequate to the scope of these modditati
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7.8. Undertaking should ensure that the proceduresrémsterring of a new system or
modification of the already existing system to aduction environment minimise the risk of
standstill in the undertaking’s operation. In pastar, after moving of the system into the
production environment, the undertaking shouldfyets proper operation and compliance
with requirements, and then monitor the systenhis tespect for a suitable period in order to
identify potential problems that require interventi In association with the above, the
undertaking should analyze the reasonability (gkimo account, in particular, the technical
capabilities and the risk-cost balance) and maleogpiate decision to ensure, in the case of
a critical situation, mechanisms that enable rémgrrio the state before (such as making
backup copies of an appropriate part of the ICTirenment).

7.9. Development, testing and production environmenigtioning at the undertaking
should be appropriately separated. The chosen mhetheeparation (e.g. logical separation
using virtualisation, physical separation, etc.pudd correspond to the level of risk and
technical conditions related to a given environmantd the systems operating within that
environment.

7.10. Undertaking should ensure that development of méion systems is
accompanied by development or update of appropftaigional, technical, operatiosakand
in-use documentation (with its versioning ensurady that appropriate trainifigs provided
to users of the systems under development.

7.11. Undertaking should establish a formalised procdsshange management in IT
systems, which defines the principles and procedinreespect of:

- submitting proposals of modifications,

- acceptance of modifications,

- defining modification priorities,

- implementation of modifications,

- monitoring of the implementation of modifications,
- testing of the implementation of modifications,

- closing the modifications being implemented,

- management of urgent / emergency modifications.

7.12. While making decision whether to approve a giverdifimation, the undertaking
should analyse its compliance with the requireme@néviously set out for the modified IT
system, in particular those related to its secufityhere is a discrepancy in that respect, the
decision to accept the modification should be takéh extreme caution.

7.13. Introduction of modifications to the IT systems slibbe properly documented, in
particular, the undertaking should keep a recordanofiifications introduced to individual

% 5ee also: “IT Infrastructure Documentation”.
%" See also: “Employee Education”.
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systems and conduct periodic verification whetheatries in that register comply with the
actual conditions.

7.14. Undertaking should give special attention to madifions in the ICT environment
resulting from mergers or acquisitions. In suchesashe undertaking should ensure that the
resources dedicated to the target design, coml@neglonment, integration and replacement
of IT systems, planning and execution of data ntigna and verification of results of these
works are adequate to the scale and specificitheomodifications being introduced.

7.15. Undertaking should have formalised regulationgd&aimg the information solutions
used out of service. These regulations should gpeciparticular, the following principles:

- decision making on taking systems out of servikatpinto consideration importance
of a given systerfi®

- notifying interested parties (including users) aking a given system out of service,
- conducting data migration and control of its coimess,

- archiving the solutions taken out of service, imtipalar ensuring access to data and
their proper protection required under the law emaditions at the undertaking,

- update of the ICT infrastructure configuration ionoection with taking a given
solution out of service (e.g. in terms of disablisgstem accounts, reconfiguring
firewalls, etc.),

- safe elimination of the ICT infrastructure compotsaiaken out of service,

- update of the ICT environment documentation.

VI. Maintenance and Exploitation of ICT Environment

Data Management
8. Guideline 8

Undertaking should have a formalized data managerhprinciples used in the course of its
business (including data processed in data warehes)s in particular, data architecture
and quality management and that properly supportsiness activity of the undertakin.

Data Architecture Management

8.1. Undertaking should have knowledge about what degapeocessed as part of its
business activity, what their sources are (inclgdirhether these are the internal or external
sources) and in what units, processes and systdras ptocessing is performed.
For this purpose, the undertaking should condugentory of the processed data and
systematically review the results of such inventimycompliance with the actual situation.
Taking into account the scale and characteristicthe business activity conducted and

2 See section: “Information and IT Systems Clasaiftn”.

2 Data management, which may be defined as alliiefvelated to the control, protection and immment of

data and information, also includes other elemestgh as data development management, data security
management and database management.These eleaentselen discussed in other parts of this document.
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complexity of the ICT environment, the undertakisgould also consider and make
appropriate decisions whether the use of an el@ctnepository in order to perform the
inventory referred to above and to collect its hssis necessary.

8.2. The scope and level of detail of the inventory mefe to above should depend on
the scale of the undertaking’s business activityd &alidity of individual groups of data

determined by the undertaking (i.e. data refertimgan area of activity specified by the
undertaking). In the case of significant data gsyupe undertaking should develop their
detailed documentation, including models of thesdad which would describe, e.qg.

dependencies between the individual elements awl liletween information systems, and
should have appropriate data processing documentgiolicies, standards, procedures, etc.).

8.3. For each data group under inventory (or its subset)hecessary to assign an entity
(organisational unit, function, person, etc.) tisatltimately responsible for the quality of data
and supervision over them, in particular, as regdhd management of related rights and
participation in the development of IT systems tmah they are processed.

Data Quality Management

8.4. Undertaking should have formal rules of data guatihnagement whose scope and
level of detail should depend on the scale andisgiec of the undertaking, and validity of
individual groups of data determined by the unde@na Regardless of the methodology and
nomenclature in that respect adopted by the undegathese principles should include:

- periodic assessment of data quality,
- data cleansing,

- identifying the causes of errors in the data, maéprocesses and procedures to ensure
adequacy, completeness and validity of data,

- ongoing monitoring of data quality.

8.5. While performing periodic data quality assessméhé undertaking should, in
particular, identify errors in the data and examtheir impact on its business activity.
Undertaking should also make sure that the dateegs®d are adequate from the perspective
of management (including measurement) of diffetgpes of risk, as well as meeting the
reporting and analysis of the needs of their keyprents, i.e., whether and to what extent
wrong decisions may result from a poor quality loé tunderlying data. To this end, the
undertaking should in particular:

- specify the attributes used to assess data qu@lity adequacy, completeness and
accuracy, etc.), and the frequency and methodefattribute measurement (e.g.
automatic comparison of data referring to the saperations stored in different
sources, verification with source documentationeda®mn a sample, data user
satisfaction survey); with regard to individual @ait is possible to use different
attributes and measurement methods,

- determine threshold values for these attributeschvhre deemed by the undertaking
to be acceptable with regard to individual data,
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- perform regular measurement of data quality in etmaece with the principles
specified as part of the above activities.

8.6. While performing data cleansing, as long as theteies are carried out in an
automatic manner, the undertaking should give spextiention to proper construction of
cleansing algorithms. While improving some of thaad an invalid algorithm may in fact
cause deterioration of other data (through sideced).

8.7. While identifying the causes of errors in the daite undertaking should take into
account, e.g. causes related to inadequate datagsiag procedures and a low efficiency of
control mechanisms operating in the field of dataldy, and implement new mechanisms
and improve mechanisms that already operate (ldheatage of entering data to the system,
and their subsequent processing), in particulautin:

- modification of data collection and processing I{iding means of data exchange
between information systems),

- introduction or modification of the ongoing contmwlechanisms (such as automatic
validation rules, monitoring of data exchange ifatees, inserting data quality
measurement points in business processes, reatiaciliof data between systems,
etc.),

- introduction or modification of periodic control efenisms and other elements of
data quality management,

- implementation of automated solutions that supgata quality management.

These control mechanisms should also be reviewedadjusted in the event of material
modifications in business processes, organisatstmnatture, information systems, etc.

8.8. Ongoing monitoring of data quality should inclusdormation obtained with the
use of introduced control mechanisms. Aggregatéorrmation on monitoring results and
results of periodic data quality assessments shoeildelivered at appropriate organisational
hierarchy levels within the management informasysteni’.

8.9. While designing the approach to data quality mameege, especially in the absence
of a separate organisational unit responsibleHis drea, the undertaking should ensure that
the scope of responsibilities and distribution afkis in this area is clearly and precisely
defined. Undertaking should also provide an appat@rdegree of confidentiality of the data
used in the process of data quality management.

8.10.  While designing and implementing data quality mamagnt process, the
undertaking should in particular take into accaypical factors that may lead to a poor data
quality, which may include:

- manual entry of data into the system, which in absence of sufficient input data
validation makes them susceptible to human errat,ificontrol is to strict, to entering
data that are inconsistent with reality,

% See also: “Management Information System”.
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- data exchange between systems, which is associatexhg other things:

. threats arising from the lack of updates of dataharge principles when
performing source or target system modifications,

. threats arising from the difficulty in making adjoeents in the data identified
as erroneous in a situation in which data exchantgfaces have already
transferred the erroneous data to other systems,

- migration of data (including those related to tlmmsolidation of systems), in which
data structures in the source and target systeensftgn different, and data quality
itself in the source systems is sometimes inseffici

8.11. Undertaking should create an organisational cultarevhich ensuring adequate
guality of data entered by employees to informasigstems is emphasised.

8.12. Undertaking’'s approach to data quality manageméwiulg take into account
specific conditions related to the limited contadlthe undertaking over the quality of data
from external sources (such as agents, brokers,ddpisters, medical operators, Insurance
Guarantee Fund Information Centre (Ol UFG),, Poldbtor Insurers’ Bureau (PBUK)).
Undertaking should take measures to enable assessinmgata quality and its improvement,
in particular by requiring external data providesssubmit confirmation of data quality (e.g.
in the form of independent audit results). Undeargkshould also give particular attention to
the quality of the data entered by the companiesxternal databases (e.g. KNF, Ol UFG,
PBUK, Central Vehicles and Drivers Register).

8.13. In view of the fact that the quality of data praged in the ICT environment has an
important impact on the quality of undertaking’smagement, and recipients of such data do
not have a direct influence on the quality of sdeka (e.g. in the case of data entered in the
sales area and then used in the risk area),, takiogaccount the particular characteristics of
its organisational structures and data processnogegses implemented, the undertaking
should consider and make appropriate decisionshehetppointment or designatidrof a
committee responsible for data quality managemgmteicessary. Work of the committee
should be governed by an adequately qualified membehe undertaking Management
Board or a representative appointed by the undegd¥anagement Board.

ICT Infrastructure Management

9. Guideline 9

Undertaking should have formal principles of ICT frastructure management with IT
systems, including its architecture, individual cqonents, efficiency, capacity and
documentation that properly support business adtnf the undertaking.

ICT Infrastructure Architecture

9.1. ICT network at the undertaking should ensure sgcofidata being transferred. In
particular, the network connecting the ICT infrasture components whose disabling makes

311t does not have to be a separate, dedicated dbeemHowever, undertakings should ensure thaadopted
solution allows effective implementation of taskghat area.
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it impossible for the entire undertaking or itsrsfigant part to operate, should be able to
function relying on backup connections.

9.2. Taking into account, in particular, the level ohgalexity and dispersion of the ICT
environment and level of risk exposure in respdcthe ICT environment security, the
undertaking should consider and make appropriatsidea whether application of the
solutions allowing network load monitoring and augdic launch of the backup connections
IS necessary.

9.3. Undertaking providing services via electronic disition channels should have
alternative access to telecommunication connectisesl for the purpose of these services in
case of failure at the basic provider.

9.4. The interconnection point between the internal oetof the undertaking and the
external networks (especially with the Internet)sl be secured with a firewall syst&m

9.5. Undertaking should consider and make appropriateside whether it is necessary
to divide the ICT network into sub-networks (lodioa physical), separated by firewalls that
ensure adequate access control, and to use otlobiamsms (e.g. network traffic encryption)
that take into account the required security |@felata processed through:

- separation of the sub-networks for the internatesys at the undertaking from the
sub-networks for data exchange systems with thereait environment,

- separation of the back-office from front-office sudtworks,
- separation of sub-networks for the purpose of stftecture administration,
- separation of sub-networks for the purpose of mftron system development.

9.6. Principles for network traffic management as wsllpainciples for the registering
of events by the ICT infrastructure security monitg tools and for reporting of these events
should be formalised. These events should be dutgjeg systematic analysis. Taking into
account complexity of the ICT environment and expesto risk in the area of the ICT
environment security, the undertaking should carsidnd make appropriate decision
concerning application of the IDS / IP8itfusion Detection Systemintrusion Prevention
System class solutions that improve the ICT infrastruetsecurity through detection (IDS)
and detection and blocking (IPS) of attacks in ticaé.

9.7. Undertaking should have formal principles of corimgcthe terminal equipment
(computers, mobile devices) to the ICT infrastruetiDevelopment of these principles should
be preceded by a risk analysis in this area. Intiadd if the undertaking allows employees to
use personal devices for business purposes, itdlimyvelop formalised principles in this
regard, specifying in particular:

- permissible scope of the use of such devices, wairthindication of the type of
information that may be processed using such dstjce

32 Firewall - physical or logical protection that ¢ais the flow of data to and from a given infrasture
component and between sub-networks and networkkidiimg between internal and external networks).
¥ See sub-section: “Information and IT Systems Gfiaasion”.
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- acceptable types of devices,
- acceptable applications which may be used by empkoyor business purposes,

as well as support enforcement and control of tieseiples through the IT solutions and
systematically educate employees on the safe usersbnal devices for business purpdses

9.8. The use by the undertaking of wireless network khanvolve analysis of the
associated risks. In particular, the undertakinguidh determine what data may be accessed
with the use of these networks and what authemtitatnd encryption mechanisms will be
used.

ICT Infrastructure Components

9.9. The type and configuration of each of the companentiCT infrastructure should
result from the analysis of the function that aegivelement has in the ICT environment and
the level of security required by information systeusing a given component or data sent
through this componetit In particular:

- component type should be selected taking into adcadvantages and disadvantages
of a given solution from the perspective of a pamnthe infrastructure where it is to be
located (e.g. choice between hardware and softivarealls),

- while determining how to configure a component, uhdertaking should be guided by
the principle of minimising services provided byg@en component (including e.g.
open ports, supported protocols, etc.), simultaslgouensuring the planned
functionality.

9.10. Undertaking should verify predefined settings magé¢he manufacturer of a device

or a system, leaving a default configuration (adretéfore a well-known one, i.e. in respect of
standard accounts and passwords) significantlyeasgs the level of ICT environment

security risk.

9.11. Undertaking should consider (taking into account particular the level of
complexity of the ICT environment, level of riskposure in respect of the ICT environment
security) and make appropriate decisions whether to

- develop configuration standards,

- maintain the register of infrastructure componeateng with basic information on
their type and configuration,

- maintain electronic repository of the configuratmpy used.

9.12. Undertaking should have formalised principles fo introduction of modifications
to the configuration of ICT infrastructure compotgethat take into account the significance
of individual components and that ensure:

- implementation of modifications in a planned andtodlled manner, including the
impact of a given modification on other components,

3 See also: “Employee Education”.
% See section: “Information and IT Systems Clasaifin”
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- protection of components against the introductibar@authorised modifications,

- the ability to withdraw modifications, including ailability of backup copies of
component configuration,

- the ability to identify persons who introduce angpive individual configuration
modifications.

9.13. In case of the transfer of the equipment for repaimaintenance to an external
entity, the undertaking should ensure that thetyedtbes not have access to the data of high
confidentiality”® stored in these devices or that responsibilityrfimintaining confidentiality

of such information during provision of servicesdampon termination of cooperation is
governed in the agreement with the external entity.

9.14. Undertaking should have formal principles of takl@J infrastructure components
out of service, in particular those that ensuregaiton of risk associated with the possibility
of leakage of information stored on the componéetag withdrawn.

9.15. Configuration of the firewall system should enstlrat non-standard activities are
registered in order to allow their analysis fored#ion of internal and external attacks. The
firewall system should also provide outbound traifontrol in order to block attempts to
establish session from inside of the network bywagd.

9.16. Undertaking using server virtualisatidntechnology should analyse the risks
associated with that technology in relation toowen conditions. Based on the results of the
above analysis, the undertaking should ensure properation of the relevant control

mechanisms. Good practice in this area may inckuge

- cover with close supervision the availability of ypltal machine resources
(processors, operational memory, disk space, etc.),

- placement of the service console and all the tfmolsnanaging resources virtualisation
platform in the form of sub-network dedicated te thanagement of that platform,

- limiting the potential for abuse of resources bghegirtual machines and sharing the
clipboard between the physical and the virtual nraes)

- specific protection of physical machines on whiatuwal machines are located, against
unauthorised access to the files of virtual machifteie to the small number of files
that make up the virtual machine, it is particyasusceptible to being stolen) and
other threats such &Benial-of-Service“attacks® (in the case of server virtualisation,
consequences of such attacks on the physical neaoh@ty be much more serious, as
they affect multiple virtual machines).

9.17. Undertaking should monitor ICT networks, ICT infrasture components in
respect of security and correct operation in acmocd with the associated level of risk. The

% See section: “Information and IT Systems Clasaifin”

37 Server virtualisation - technique that allows diaeous operation of multiple logical servers ogizen
hardware platform

% Denial-of-Service-type attackttack consisting in an attempt to prevent the afsa given ICT environment
component by other components of the environmebyauthorised users.
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degree of automation of the monitoring referredatmve should be appropriate to the
complexity of ICT environment at the undertaking.

9.18. Undertaking should consider (taking into account particular the level of
complexity of the ICT environment, and the numbérite users) and make appropriate
decisions whether introduction of additional prditaT in the e-mail system used which
would facilitate control of information with highedree of confidentialif§ contained in
electronic mail sent outside of the undertakingusth be introduced.

9.19. Printers used at the undertaking for printing doenta containing highly
confidential information should be protected agathe possibility of information leakage
(for network printers, e.g. through encrypting tfsga sent to them and printing tasks stored in
them and appropriate user identity verification haagsms).

9.20. Network scanners used at the undertaking for sogndiocuments containing
personal data or whose unauthorised disclosured cexppose the undertaking to significant
losses, should be protected from the possibility idbrmation leakage (e.g. through
transmission of data in encrypted form). Solutionthis area at the undertaking should also
ensure that scanned documents are available oalythorised persons.

9.21. Configuration of the ICT infrastructure componergisould undergo periodic
verification for other changes in the environmeas well as security gaps disclosed.
Undertaking should consider (taking into accounpanticular the level of complexity of the
ICT environment, level of risk exposure in resp&dhe ICT environment security) and make
appropriate decisions whether support of the psobgscontrol activities that automate tools
is necessary. One of the tools that should be mgteally used to assess the effectiveness of
control mechanisms in highly significant ICT infragture, are penetration tests.

Update of the ICT Infrastructure Components Software

9.22. Undertaking should have formalised principles farrging out software updates,
both in reference to computers and mobile deviaes] other elements of the ICT
environment (including updates of operating systetiasabase management systems, utility
software, network equipment software etc.), takintp account the importance of such
software and the level of criticality of each upalat

9.23. Principles concerning update of the ICT infrastnsetcomponents software should
indicate, in particular, position/function respdisi for making decisions with regard to
changes in the production environment.

9.24. Before updating the ICT infrastructure componerdfiveare in the production

environment affecting the IT systems that are ighgnificant from the perspective of the
undertaking®, the undertaking should consider and make apptpdecisions concerning
verification of the impact of update on the testimnment.

9.25. Timeliness and correctness of updates installasioould be subject to periodic
control. Undertaking should consider (taking inbc@unt in particular the level of complexity

39 See sub-section: “Information Classification”.
0 See: section “IT Systems Classification”
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of the ICT environment, level of risk exposure @spect of the ICT environment security)
and make appropriate decisions concerning appitatf automatic software update
installation mechanisms on personal computers aabilendevices, as well as automated
tools for the analysis of the ICT environment foftware validity.

9.26. Undertaking should aim at reducing of the numbdCar environment components
without adequate support from producers, in pddicas regards the elements significant
from the perspective of the undertaking’s actigititn this regard, the undertaking should in
particular:

- identify and record cases of components in the é@Vironment without support from
producers and assess the associated risk,

- analyse the possibility of exchange of such comptt® components covered by an
adequate support or taking other measures to dahg@ssociated risk.

This should be done in a timely manner, i.e. takimg account the period required to
implement measures to ensure the control of riskngy from the use of components that are
not covered with producers’ support.

Management of the ICT Infrastructure Components Cagcity and Efficiency
9.27. ICT infrastructure at the undertaking should berabirised by:

- scalability, defined as a timely increase in eéfif@y and capacity,

- redundancy, defined as the ability to handle aneeed number of operations based
on the currently used resources.

9.28. Undertaking should have documented principles fug management of ICT
infrastructure components’ performance and capdaking into account the significance of
individual components for the business activity tbé undertaking and the relationship
between these components, including in particular:

- defining performance parameters (e.g. system ragpdime, processing time) and
capacity (e.g. ICT network load, utilisation of reastorage devices, processor
utilisation, the number of open connection ses3jdngether with an indication of the
warning and borderline values in this regard,

- monitoring of the above parameters,

- trend analysis and forecasting of the performammk @pacity demand, taking into
account the strategic objectives of the undertgkingparticular with regard to the
planned number of customers being served as welhasges in the business activity
profile and the associated expected volume of plateessed,

- taking actions in the cases of exceeding the wgramd borderline values of the above
parameters, and when the analyses of the perfoeramt capacity demand show that
current resources are insufficient to satisfy sdetmand,

- reporting in respect of the performance and capa€itCT infrastructure components,
in particular, to information system owners.
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9.29. In order to increase the efficiency of performamrel capacity management, the
undertaking should consider (including in particutbe level of complexity of the ICT
environment and the exposure to risk in respe¢h®flCT environment security), and make
appropriate decisions concerning:

- the use of tools that allow automated monitoringvofkload,

- formalisation of parameters of the quality of seea provided by the ICT environment
for internal and external users, and inclusion @porting in this regard to the
management information systém

9.30. Undertaking should periodically verify the abilitgf ICT environment in the
disaster recovery center to maintain the requieropmance and capacity parameters.

ICT Infrastructure Documentation

9.31. Undertaking should ensure that documentation ofviddal ICT environment
components (including their configuration) and téktionship between them:

- is up-to-date,

- its level of detall is adequate to the level ohdiigance of each of these elements,
- enables reliable analyses of the environment mgeof its security and optimisation,
- allows localisation and removal of the causes ihiiffe,

- enables recovery of operations should such need,ari

- allows effective execution of internal control task

9.32. Documentation of the ICT infrastructure should bbjsct to protection adequate to
its sensitivity. The scope of documentation (intisatar documents describing details of the
configuration and operation of security systemsilable for individual employees should
not go beyond the minimum arising from the scopéduties entrusted to them.

9.33. Future versions of the documentation should be ethdnd should be accompanied
with the list of modifications in the document (glaif introduction, persons responsible for
development and approval).

9.34. Undertaking should consider (including in particulae level of complexity of the
ICT environment, the frequency of technical modifions and the number of administrators
and technicians), and make appropriate decisioretheh implementation of electronic ICT
infrastructure documentation repository is necgssar

9.35. Undertaking should have procedures for the operatia administration of each of
the elements of ICT environment. Completeness afidity of these procedures should be
subject to periodic review, especially in the caBECT environment components in which
frequent modifications are introduced.

“1 See also: “Management Information System”.
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Cooperation with External Providers of Services
10. Guideline 10

Undertaking should have formal principles of coodion with external service providers
that ensure security of data and correct operatiofh the ICT environment, taking into
account the ICT services provided by entities indbdal in the insurance capital group.

10.1. Taking into account specificity of the insurancetse out of services offered by

external service providers, information technolaptivities are characteristic due to their
direct impact on the quality and security of seegiprovided to clients and reputation of the
undertaking. Simultaneously, depending on the §ipeconditions at the undertaking, the

impact of the quality of cooperation with extersalvice providers on the quality of services
provided by the undertaking to clients varies dyedtherefore, management of relationships
with external service suppliers should be adapidtidse conditions.

10.2. Outsourcing of any services to any external serprceiders does not exempt the
undertaking from liability for the quality and seity of services provided to clients and
security of client data.

10.3. Procedures for the selection of external serviaigers, especially in the case of
services of special importance to the undertaksinguld include the risks associated with
given services and cover, in particular, assessofahie economic and financial condition of
external service providers, security and qualitg@ifvices provided by the external providers
(possibly also based on the experience of othéie=)t

10.4. Undertaking should analyse the risk associated bathkruptcy of external service

providers or sudden termination of cooperation hade effective contingency plans related
to the occurrence of such situations. Undertakirgukl monitor the situation and if possible,
reduce the number of cases in which an externaicgeprovider has monopolist position in

relation to the undertaking.

10.5. Undertaking should monitor the quality of servigesvided by external service

providers, and important findings resulting fromclsumonitoring should be periodically
presented to the Management Board of the undegakmnder the management information
system®? The scope, frequency and methods of monitoring r@porting should take into

account specificity of the services provided anelirtisignificance from the perspective of
continuity and security of activities performedtioé undertaking.

10.6. If the services provided by external entities inleyprocessing of data with a high
degree of confidentiality or significance to thedertaking outside the ICT infrastructure of
the undertaking (e.g. in the @ud Computingnodel or otheApplication Service Provision
models in external data processing centres, &te ) ndertaking should in particular:

- introduce the necessary control mechanisms to ensaoinfidentiality of data (e.g.
through their encryption),

2 See also: “Management Information System”.
3 See sub-section: “Information and IT Systems Gfiaasion”.
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10.7.

ensure that the information on any incidents thmmedten security of the data is
reported by suppliers,

have information about the geographic locationsviich such data are processed,
about the law that is applicable in that locatianthis respect, and ensure that the
services provided are in compliance with the laywliapble in Poland,

ensure effective mechanisms that allow safe comopletf cooperation (in particular in
terms of return of data and their deletion alonthwil copies, by service providers),

consider and make appropriate decisions whetheydattion of an obligation for the
supplier to produce certificates of compliance wittternationally recognised
information security standards (especially in tlasec of data processing outside the
European Economic Area) is necessary.

Undertaking should exercise control over the at#igiof service providers in terms

of services provided by them. Depending on the reatind level of significance of these
services from the perspective of undertaking amddhssification of information processed
by service providef§ (in particular resulting from legal requirementslating to the
processing of personal data of the undertakingantd), such control may, in particular,
consist in:

verification of the control mechanisms used by $iepp including measures to protect
and control access to the premises of service geosj in which provision of services
for the undertaking is taking place,

review of results of control mechanisms verificaticonducted, e.g. using SSAE 16
standard, through internal audit of service prorsder through independent external
audits.

The possibility to exercise control over the atiidd of external service providers should be
regulated in agreements concluded with them.

10.8.

In addition, agreements concluded with service igerg should, if possible,

determine:

responsibility of the parties to the agreements,

the scope of information and documentation transterby service providers in
connection with the services provided,

principles of the exchange and protection of infation, including the terms of
awarding to employees of external entities of ag@ghorisations to information and
ICT environment resources, which take into accdbatspecificity of the applicable
law and regulations of the undertaking in this rdgan the case of service providers
who have access to information with a high degreeonfidentiality, the issue of
responsibility for maintaining the confidentialityf such information during

44 See: subsection “Information Classification”
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performance of these services and upon terminatidhe agreement should also be
regulated,

- principles relating to the rights to software (umiihg its source codes) during
cooperation and after its termination, in particuéecess to the source codes if
provision of software development support servizgshe supplier (e.g. using source
code deposit services ) is terminated,

- parameters related to the quality of the servicesiged and the manner of monitoring
and enforcement of the parameters,

- principles and procedures of handling reports abfms in terms of the services
provided,

- principles and procedures of the updating of thitwswe infrastructure components
under control of the supplier,

- principles of cooperation in the event of an ICTiesnment security breach incident,

- principles of further outsourcing of activities subcontractors of external service
providers,

- contractual penalties associated with failure togly with contractual conditions, in
particular as regards the security of informatioocpssed by service providers.

10.9.  Agreements concluded by the undertaking with esleservice providers should
ensure that the provision of services is compliaith legal requirements, internal and
external regulations and standards adopted atritiertaking.

10.10. Contract templates or contracts made by the urldegawith external service
providers should be verified to an appropriate mixtey responsible person/responsible
function of the undertaking for the legal area 8@l environment security area.

10.11. Undertaking should make arrangements for cooperatith employees of external
service providers, taking into account in particula

- conditions for granting access to information véthigh degree of confidentialffy
- principles of supervision over the activities otesxal employees,

- the necessity to ensure that every external employth access to information with a
high degree of confidentiality is covered by atstethe same security restrictions, as
employees of the undertaking with access to suchnration.

10.12. Principles of cooperation between the undertaking external service providers
should take into account the principles of commatidn and coordination in terms of
activities performed by the external service previd (e.g. in terms of data migration,
maintenance, ICT infrastructure scanning, etcat thinimise their negative impact on the
quality and security of services provided to cléeot the undertaking.

> See also: “Formal and Legal Security”.
¢ See sub-section: “Information and IT Systems Gfiaation
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10.13. Undertaking should give special attention to thek mssociated with granting the
rights of access administration to the IT systerngha undertaking to external service
providers (in particular to those who are not mermloé the capital group).

Access Control
11.Guideline 11

Undertaking should have formal principles and tecimal systems that ensure adequate
level of control over the logical access to datadaimformation and physical access to key
elements of the ICT infrastructure.

Logical Access Control Mechanisms

11.1. IT systems operated by the undertaking should hagess control mechanisms that
allow to clearly identify and authenticate usemitiky and to authorise users.

11.2. Parameters of the access passwords (including pasdength and complexity,
frequency of modifications, the ability to reusehigtoric password) and the principle of
blocking user accounts should be established in ititernal regulations, including
classification of the systethand other associated conditions, including legalditions and
those related to standaffisdopted by the undertaking. Functionality of théoimation
systems used should, whenever possible, enforckcafopn of principles adopted at the
undertaking regarding access passwords and bloekunger account if a wrong password is
used.

11.3.  Authorisation management should be formalised tierival procedures defining the
principles of applying for, granting, modificati@nd withdrawing access to the systems or
their functionality, and access monitoring. Thepmeof access granted should not go beyond
user material responsibilities and authorisatiomglding external users e.g. insurance
agency employees) and should reviewed periodically.

11.4. Undertaking should carry out regular reviews of thethorisations granted,
including compliance of the actually granted auedrons in the computer systems with both
authorisations in the authorisation registry, andhwhe material scope of duties and
authorisations of individual users. Frequency esthreviews should result from the analysis
of the level of risk associated with individual gass of groups of positions and IT systems,
but it should not be less frequent than annual Besiews of authorisations should be made
to the extent applicable also in the case of medlifons in the functionality of IT systems and
modification of employee responsibilities. Substnirregularities revealed as a result of
these reviews and measures taken in connection tiveéim should be reported under the
management information systém.

11.5. In order to increase the efficiency of managemeudtt supervision and to limit the
risk of awarding inadequate access, the undertadtiogild consider (including in particular
the level of complexity of the ICT environment ahé exposure to risk in respect of the ICT

" See section: “Information and IT Systems Clasaiftn”.
8 See also: “Formal and Legal Security”.
9 See also: “Management Information System”
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environment security and the number of its usees)d make appropriate decisions
concerning:

- development of standard access profiles for spegrbups of employees or positions,

- application of tools that make management of uséhaaisations automatic (in
particular historical authorisations registration).

11.6. If possible, the undertaking should limit userstess to functions allowing to them
to independently increase their own authorisatidnssituations where the above principle
cannot be followed (e.g. in the case of IT systeimiaistrators) other control mechanisms in
this area should be provided.

11.7. In the case of systems whose unauthorised use s®t rin particularly high
losses, the undertaking should consider and magmppate decisions concerning merging
passwords with other user identity verification Imeusms (e.g. tokens, electronic
identification cards, etc.).

11.8.  All users of IT systems at the undertaking shoukl ibformed about the
responsibility for ensuring confidentiality of passds and for the consequences of actions
performed with the use of their accounts.

11.9.  Authorisation management principles applicable fa@ tndertaking should in
particular take into account the threats associatégti the misuse of privileged user
authorisations. The undertaking should examine ldgitimacy (taking into account, in
particular, the level of complexity of the ICT eromment and level of risk exposure in
respect of the ICT environment security), and mak@gpropriate decisions whether
introduction of mechanisms that ensure registragiach time and the possibility to monitor
access to the most sensitive components of theel@ironment at the level of privileged
authorisations is necessary.

11.10. Data processing systems of high significance fer tindertaking should have
mechanisms for automatic registration of incideaatsng place in them in such manner that
records of such registers could - provide credésielence of the use of these systems that is
improper or inconsistent with the scope of usekdasf such necessity arises. Event
registration mechanisms should also prevent unastwdeletion or modification of records.

11.11. Undertaking should have formal cryptographic keynagement principles,

including in particular, creation, storage, disttibn, destruction and archiving of such
cryptographic keys that ensure protection of sueyskagainst unauthorised modification or
disclosure.

Physical Access Control Mechanisms

11.12. An important element of the ICT environment seguistto control physical access
to the premises where servers, other key elemdnitseolCT infrastructure and equipment
that supports its operation are located (includifrfs, power generators, air conditioning and
electrical switchboards). Physical access contrethmnisms should provide access only to

%0 See section: “Information and IT Systems Clasaifin”
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authorised persons (i.e. to those who need to Aestess due to the scope of their duties) and
initiate an alarm in the event of access attemptarauthorised persons. These mechanisms
should also include registration of user traffibeTsolutions applied should be adequate to the
level of risk associated with components locatedubhout the premises, specific conditions
(including conditions related to the premises) tinelertaking and the scale and nature of its
operations.

11.13. At the premises where key elements of the ICT stftecture are located, if no

exceptional circumstances arise, persons residirtgeapremises should not be allowed to
take photographs, make audio/video recordingsReanits providing for exceptions in this

regard should be issued by duly authorised perandsegistered.

Malware Protection
12.Guideline 12

Undertaking should ensure proper protection of theéT environment against malware.

12.1. Undertaking should provide automatic protectionimgtamalware (such as viruses,
Trojan horses, worms, rootkitsoftware etc.), both in the case of central ICfFaistructure
elements requiring such protection (servers, doncaintrollers, etc.) as well as personal
computers and mobile devices. Such protection shioellimplemented on a continuous basis,
and the users should not be able to disable it.sThpe of protection should correspond to the
exposure of each infrastructure component to thyead well as potential severity of the
impact of such threats on the undertaking.

12.2.  Applications that protect against malware, and naadwsignatures must be updated
on a regular basis. If possible, the undertakingukhensure that the above is verified each
time when an attempt to connect a device to thermial network at the undertaking is made.

12.3. Undertaking should have formalised principles footpction against malware,
including in particular:

- the manner of dealing with different kinds of matevdetected,

- decision-making procedures to discontinue the u$ethe ICT environment
components at risk or their isolation from the remmay part of the environment,

- procedures for notifying relevant units of the urialeing about a threat.

12.4. Regardless of the level of automatic protectiordusgainst malware, awareness of
the end users of security rules is also key froms plerspective. Therefore, the undertaking
should ensure appropriate level of user educatighdt respect.

*1Rootkit software - tool that modifies system filassuch manner as to hide its presence on the demfirom
the user, anti-virus software, etc., and allowpdoform actions specified by its developer (sucttasturing
passwords or preventing update of the anti-virdisveme) without user’s knowledge.

2 See also: “IT Environment Security Breach Managetne

%3 See section “Employee education”
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User Support
13.Guideline 13

Undertaking should provide internal system users &€T environment individual
components with support regarding resolution of dajpation problems, including those
arising from failures and other non-standard incias affecting their use.

13.1. Operation of the area providing support to the rivde users of the individual
components of ICT environment should be adaptethéoscale of business activity, ICT
environment complexity and the number of its iné¢rasers, and should take into account
possible dependence on the external service pnevide

13.2. Functioning of support provided to the internalmgsef the individual components
of ICT environment should be formalised in propmmtito the complexity of the ICT
environment at the undertaking and the numbertefmal users of its individual components.
Reports should be registered and analysed in dodiatkke preventive measures in relation to
the identified problems. Persons responsible fowviging support to users should also be
trained in the identification and escalation of I€Avironment security breach incidefits.

13.3. Undertaking should consider (including in particuiae level of complexity of the
ICT environment and the number and characterigifc#s users), and make appropriate
decisions whether support of user reports handiyndghe IT system allowing in particular
collection and reporting of the data on occurrirglgems and monitoring the quality of
support provided is necessary.

Employee Education
14.Guideline 14

Undertaking should undertake effective measures anat achievement and maintenance
of an appropriate level of employee competenciesthe area of ICT environment and
security of the information processed in that ensmment.

14.1. Undertaking should maintain the qualifications df amployees at a level
appropriate to ensure security of the informatioacpssed in the ICT environment and to
enable the use of the ICT infrastructure and ITesys. The level should be varied depending
on, e.g. risks associated with the level of ausaions and competency of individual
employees and their role in the ICT environmentuggcmanagement system.

14.2. In order to ensure an appropriate level of qualtfans of the employees in this

regard, the undertaking should use appropriatedarhiraining, provide proper materials, as
well as carry out a variety of educational campsigimed at increasing information security
culture (e.g. with the use of posters or screansaveindertaking should also consider and
make appropriate decisions whether rewarding bebavind attitudes that supports
information security culture is necessary.

¥ See section: “ICT Environment Security Breach Mgaraent”.
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14.3.  As part of employee education, the undertaking htake into account, e.g. the
risk associated with the use of mobile devices,ube of personal IT equipment for business
purposes and the use of business equipment foorp@rpurposes, publishing of information
on the undertaking on the Internet by employeepe@ally on social network sites) and
sociotechnical attacks, and to inform employeesiatiee process of disciplinary proceedings
against persons who fail to comply with safety piaares.

ICT Environment Continuity

15. Guideline 15

The business continuity management system of thelemaking should take into account
special conditions related to the ICT environmemddata processed in that environment.
Business continuity Plans and Contingency Plans

15.1. Undertaking should have developed and implementisthbss continuity plans that
take into account categories of operational evantk operational risk factors. Having plans
that ensure provision of services to clients ag\eell that is acceptable to them is crucial for
the reputation of the undertaking.

15.2. While developing business continuity plans ensugagtinuous and uninterrupted
operation, the undertaking should define in paldicu

- in what circumstances and procedures for decisiakimg to activate a contingency
plan?

- what is the procedure of making decision duringisicsituation?

- which business processes are critical, how longay take up to restore them and
what resources will it require?

- What are the most significant threats to criticasibess processes and what may be
their impact on the functioning of these processes?

- how will be implemented critical business processesa situation where the
undertaking will have limited resources available?

- how and when data and resources will be restored?

- how to ensure the quality of data, in particulagittconsistency, completeness and
validity?

- how long the undertaking are able to operate irdibaster recovery center?
- how much time will take to organise the necessé#igeospace?

- how much time will take to provide necessary eqwpmand where it should be
delivered?

15.3. Undertaking should consider (taking into accountparticular the level of risk
exposure in respect of the ICT environment secuanity scale and specificity of the business
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activity) and make appropriate decisions on theoapment or designatidn of a standing
committee competent for business continuity, irtipalar for supervision over availability of
necessary resources that allow continuity or regowe# business activity. Work of the
committee should be governed by an adequately fagghlmember of the undertaking
Management Board or a representative appointeddyndertaking Management Board.

15.4. Since recovery of the ICT environment is usuallgessary to resume business
processes, the undertaking should pay specialtiateto business continuity management in
terms of the units responsible for the IT area.

15.5. Undertaking should identify critical business prs®s in the case of which fast
recovery efficient operation may be important fralme undertaking’s perspective, in
particular those, where there is dependence omrmattsources or third parties. For such
processes, undertaking should provide alternatieehanisms for proper functioning or
resuming operation in case of failure.

15.6. Documentation of business continuity managemetiteatindertaking as regards the
ICT environment (in particular procedures for dagglication, creation of backup copies and
recovery procedures) should take into account ifieestson of IT systems and the
information processed in théM as well as the relationship between these syst¥alidity

of such documentation should be verified on a @&gohsis.

15.7. Undertaking should have effective system of businesntinuity management
documents distribution in the ICT environment thauld ensure both its confidentiality and
availability to appropriate persons.

15.8.  As part of the business continuity management amprothe undertaking should
take into account dependency on external servigeigers who are of key importance from
the business continuity from the undertaking’s pecsive. To this end, the undertaking
should:

- determine the procedure for communication and cabee with external service
providers in emergency situation,

- take into account participation of external serviceviders in the process of testing
business continuity managem&nt

- develop principles associated with a need to chahgeexternal service provider
during emergency situation,

- verify or at least obtain from providers a guaranthat requirements on the
accessibility of the services provided to the utaleng.
Technical Resources and Physical and Environment&onditions

15.9. Undertaking should ensure technical resources atedqa the scale and specificity
of the business activity which allow ongoing funding of key processes and their recovery

|t does not have to be a separate, dedicated dbeemHowever, the undertaking should ensure that t
adopted solution allows effective implementationiasks in that area.

%% See section: “Information and IT Systems Clasaifin”

" See sub-section: “Efficiency Verification of the@ingency Management Approach”.
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in emergency situation, in particular, with regdhe following elements defined for these
processes:

- parameters that determine the maximum time forehevery of these process®s

- parameters that determine the maximum amount oti#t@ stored in the IT systems
may be lost’ (e.g. for which period data may be lost).

15.10. In the event of a serious failure or unavailabilitfthe primary data processing

centre, the undertaking should be able to reprodineelCT environment (adequate to the
assumptions of the contingency plan) in the disastsovery center. This location should be
sufficiently distant from the primary centre, inder to minimise the risks associated with the
unavailability of the two centres as a result ddiggle cause (e.g. flood). Recovery of the
environment should be formalised in detailed irdéregulations defining the responsibilities,

necessary resources, order and manner of recof/érg ¢€CT environment components.

15.11. Characteristics of the disaster recovery centeratipe should be adapted to the
scale and specificity of the operations conductadl take into account the maximum period
of service unavailability acceptable to the undenig.

15.12. In condition for the functioning of the ICT envinment, consistent business

continuity requirements to ensure the physical andironmental security in the locations

where key elements of the ICT infrastructure areaied, in particular as regards the

conditions associated with the continuity of elieetr power and stability of its parameters,

temperature, humidity and dust levels, as welleasddements of the protection against flood,
fire, burglary and theft or intentional damage. fEfiere, the undertaking should identify

threats in this respect and analyse their poteimtiphct on the security of ICT environment

and business continuity (especially when the disasicovery center resources do not allow
immediate resumption of operation). Such analybsukl allow to determine whether the

location the premises where key elements of theil@@structure are located is adequate and
whether they are adequately protected.

15.13. While carrying out the above analysis, the undamtalshould consider the risk
associated, in particular, with:

- location and vicinity of the building (includingrports, military objects in the area,
etc.),

- location and vicinity of the premises where keynedats of the ICT infrastructure are
located (in particular the risk associated withakimn of the premises in the cellar or at
the loft),

- construction conditions (e.g. durability of the licwys, tightness of the premises,
quality of the lightning protection system).

* RTO - Recovery Time Objective
* RPO —Recovery Point Objective
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15.14. In order to ensure proper physical and environntectaditions at the location
where key elements of the ICT infrastructure aoated, the undertaking should comply with
the following principles:

- doors, windows, walls and ceilings at the premmsere key elements of the ICT
infrastructure are located should ensure proper haracal, fire and burglary
protection,

- flammable materials should not be placed at thenjzes where key elements of the
ICT infrastructure are located or, should such naese, such materials should be
properly secured (in cabinets that ensure firegutadn),

- extinguishing agents used should minimise the osklamage to electronic devices
and data stored in them,

- burglary and fire protection systems should immitiyanotify the people responsible
for such protection and the initiation of fire-figihg and rescue. Undertaking should
also consider and make appropriate decisions whetingplementation of the fire
protection system with automatic fire extinguishewuipment is necessary,

- in areas where ICT infrastructure components acatéal should be environmental
parameters (e.g. temperature, humidity, dust lewts) should be maintained at the
level specified by the manufacturers of these camepts while devices used by the
undertaking to control these parameters shouldchbeacterised by a proper efficiency
and redundancy (in case of failure) undertakingughconsider and make appropriate
decision whether application of solutions for auaticy monitoring and regulation of
environmental parameters is necessary,

- selection of mechanisms ensuring continuity of telesl power should be done based
on the scale and characteristics of business gctbfi the undertaking. Emergency
power supply based solely on battery power suppl?S) makes it possible to
maintain operation of resources for a short peaod usually to a limited extent,
therefore, the undertaking should consider and naglpgopriate decisions whether an
independent power supply based on a power gengrdtopossible, activated
automatically in the case of a failure of the mpawer supply, as well as the use of
multiple electric lines is necessary.

15.15. In the event of a temporary transfer of the ICTipoent to another room (e.g. in
connection with a renovation) the undertaking stloprovide adequate physical and
environmental conditions, and an appropriate le¥elccess control in that roofh.

15.16. Effectiveness of the mechanisms for ensuring prqpegsical and environmental
conditions in locations where key elements of @& infrastructure are located, should be
subject to periodic verification.

%0 See section: “Physical Access Control Mechanisms”.
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Backup Copies

15.17. One of the measures aimed at ensuring businesmugitytin the event failure or
disaster are backup copies of data, instances ef/sfems backup copies and backup copies
of key ICT infrastructure components configurationdndertaking should have formal
principles for the management of data carriers ti@tl backup copies. These principles
should cover in particular:

- scope, method and frequency of making data copies,

— methods of data carrier identification,

- place, time and manner of secure storage of treeadatiers,

- manner and form of authorisation of modificatiofslata carriers and deletion of data,
- roles and responsibilities in data carrier managgme

- methods of proper and permanent deletion of unsacgsiata (in terms of both the
liquidation of data stored on data carriers beitilj im use and utilisation of data
carriers taken out of use).

15.18. Undertaking should pay special attention to creatd backup copies and the
ability to recover electronic data (including framackup copies) and stored in a different
form, necessary to resume operation.

15.19. Correct manner of making backup copies and thellmbgsof reproducing the data
stored on them should undergo periodic controlhSwentrol may be automatic, however, in
such case competent persons should be notifideeafdntrol results.

15.20. Undertaking should have detailed regulations arsfrustions on the manner of
recovery of the ICT environment components basedackup copies. These documents
should be written in such manner that the procesg Ipe carried out by third parties having
appropriate qualifications and authorizations (iteose who do not deal with the
administration of a given environment componenthe Trecovery process of the ICT
environment components should undergo regular.tests

15.21. Undertaking should provide integrity of backup @spifrom their creation to
disposal. This means that throughout this periogl copies should reflect the actual resources
at the time when the copies were created, whichudes the possibility of removing any
information recorded on them. Regulations and umsions for the recovery of data from
backup copies should include principles of intrdcarcto the data recovered of modifications
arising between the creation of an backup copyther sequence) and its use to restore the
ICT environment before failure.

15.22. Copies, especially those transported or transmdatedide the undertaking, should
be secured (e.g. with cryptography) against unaig access, at a level corresponding to
the classification of data stored on ttfénData carriers containing copies should be stared
a manner that minimises the risk of damage (e.g.rasult of a fire, flood, magnetic field), or

®1 See section: “Information and IT Systems Clasaifin”
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unauthorised modification. They should also be estoseparately from the environment
components to which they relate.

15.23. Damaged data carriers or data carriers taken ousefshould be destroyed in a
manner that prevents recovery of data.

Verification of effectiveness of approach to busirss continuity management

15.24. Undertaking should verify the effectiveness of addpapproach to business
continuity management as regards the ICT envirommiecluding the ability to restore
operations based on the backup environment.

15.25. Frequency, scope and method of testing (suchnaslaions, overall operational
tests, etc.) should take into account the scalectadacteristics of business activity of the
undertaking and the risk associated with individc@inponents of the ICT environment, in
particular it is necessary to assess whether thts teorrespond to the changes in the
undertaking’s activities and their environment. Isuests should be carried out even if
substantial changes in key processes are introdWide testing contingency plans and
business continuity plans pre-prepared scenariagvimg simultaneous occurrence of one or
more operational incidents should be taken intooact Contingency plan and business
continuity plan tests should be performed with plagticipation of all organisational units of
the undertaking that are necessary to carry oitemglan.

15.26. Employees of the undertaking should be aware oftiamnded in these plans in order

to efficiently use them in an emergency. Businesstiouity plans and contingency plans

should be carried out as far as possible with #uigypation of key suppliers. Test plans,

especially in the case where they may affect thheeatibusiness activity of the undertaking

should undergo consultation in the organisation stmelild be approved by the Management
Board of the undertaking.

15.27. Test results and plans for corrective measureettaken to remove the identified

irregularities should be documented. The SuperyisBoard and Management of the

undertaking should be informed of the test resafid the timeliness and effectiveness of
corrective measures taken.

Electronic Access Channels Management
16. Guideline 16

Undertaking providing services with the use of di@nic access channels, especially those
that provide the possibility of insurance productamagement with insurance capital fund,
should have effective technical and organisatiorsilutions that ensure security of clients’
identity, data and funds, and should educate cliern the principles of safe use of these
channels.

Client Identity Verification

16.1. Confirmation whether or not the attempt to contactess, or perform an operation
is authorised is essential for the services praliderough electronic access channels.
Therefore, the undertaking should define and usssiply reliable methods and means of
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confirmation of the identity and authorisation d¢ients using electronic access channels that
minimises the risk of granting access to unautedrigersons.

16.2. Undertaking should choose methods to authentidaeidentity of clients using
electronic access channels on the basis of anasall/risks associated with these channels.
Such analysis should be carried out on a systerbasts and should reflect transactional
capacity of a given access channel, data procebgedhe channel, identified attack
techniques, and simultaneously the ease of usedtgra of different identity authentication
methods. Undertaking should also consider whethet & what extent the use of
multifactorial identity verification would increaske level of client security.

16.3. Undertaking should consider and make appropriatesidas whether application of
other security mechanisms, such as verificatiothef place and time of logging in to the
electronic access channels is necessary in theotasevices provided to companies.

Security of Client Data and Funds

16.4. In addition to these measures, in order to preueauthorised access by means of
electronic access channels, and to prevent clieots denial of completed operations, IT
systems used in the area of these channels sheulddigned and configured in such manner
as to ensure a sufficiently high level of integrigonfidentiality and availability of data
associated with an operation (as well as other plateessed using these channels) throughout
their processing (both at the undertaking and ligreal service providers). In addition, the
undertaking should ensure that:

- it has principles of granting authorisation to &lecic access channels and detection of
manipulation with transaction or data to minimilse tisk of internal fraud,

- connection sessions are encrypted and additionethamésms are introduced that make
these sessions resistant to the greatest extesibfgt manipulations (e.g. by closing
the session if no user activity for a specifiedigeeror after closing of the client
application without logging off is detected),

- IT systems used in electronic access channels aflentification and preservation of
evidence that may be used in any legal proceedjmgparticular, the risk of such
evidence being lost or rejected because of inadequratection of data is minimised),

- IT systems used in electronic access channelsesigreed in a way that minimises the
probability of accidental initiation of a transaxtiby authorised users,

- solutions used in electronic access channels peothd undertaking with access to
audit trails, including in particular:

. Use by the clients of the services provided byuhdertaking with the use of
electronic access channels, in particular operateag. on account of units in
the case of insurance contracts with insurancealgpnd,

. modification of client data,

. any limits granted to a client and permissionsxoeed them following from
an insurance contract,

IT Guidelines for Insurance and Reinsurance Un#demis 46/56



. successful and unsuccessful attempts to log ineé@ystems,

. all cases of granting, modification or withdrawaf @ystem access
authorizations.

16.5. In the case if external service providers parti@pa the process of rendering of
services using the electronic access channelsutidertaking should ensure that it has
appropriate programs for security management of itifermation processed for the
undertaking, in accordance with the standards adogt the undertakifig

16.6.  Agreement with client which contain access to etest channels should specify
information about protection principles and specdccess conditions (in particular identity
verification methods).

16.7. Undertaking should provide its clients with comnaation channel (e.g. e-malil
inbox, telephone number) for notifying the undeirtgk about security incidents in the
electronic access channels identified by clienty. @tacks based on tpaishingtechnique).

Client Education

16.8. Undertaking should aim at providing clients uselgctronic access channels with
appropriate level of knowledge necessary to undedsthe threats associated with the use of
these channels and the use of effective methodsrédection against these threats. This may
be achieved e.g. through clearly visible messadptigied on the websites of the undertaking,
through leaflets sent to clients, e-mails, etc.

16.9. Undertaking should inform clients about the riskated to in particular:
- inadequate protection of the data used to log thecelectronic access channels,

- inadequate protection of the equipment used for ithplementation of services
provided through electronic access channels (m@bitenes, computers), including the
significance of using anti-virus software and fiedls, physical access control, regular
software updates, etc.,

- other techniques designed to intercept informatii@t allows access to the records of
participants (e.g. through attacks based onpthishingtechnique), together with an
indication of the ways to protect oneself againshstechniques.

End User Computing Management
17.Guideline 17

Undertaking should have formal principles of managent of the so called end user
computing, effectively limiting the risk associatedth exploitation of this software.

17.1. Due to the risk associated with the use of end-usenputing (such as high
susceptibility to programming errors, probabilifydata loss is usually higher than in the case
of conventional IT systems, high susceptibility ittterference in the data processing

%2 See also: “Cooperation with External ProviderSefvices”.
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algorithms contained in these tools, etc.), inrtteagement of such software the undertaking
should in particular:

- identify important end-user computing, i.e. suclattiprocesses data with high
relevance to the undertaking or such that is ingmbfirom the perspective of processes
implemented at the undertaking,

- document relevant end-user computing, includingate in the business processes,
scope of data processed, data processing algoritims

- keep a register of the end-user computing operatitign the undertaking,

- have formalised rules for creating, testing and ingakhanges to the significant end-
user software,

- ensure an adequate level of security of significand-user computing (e.g. by
protecting folders where it is stored, or blockihg possibility to edit forms) in order
to prevent unauthorised modifications, both in tiba itself, as well as data stored in
it,

— identify the threats and problems associated whith use of end-user computing in
specific business areas and, if significant riskpr@blems in this area are revealed,
consider and make appropriate decisions whethdaaiag it by the functionalities of
the existing or new systems is necessary.

VIl. ICT Environment Security Management

ICT Environment Security Management System
18.Guideline 18

Undertaking should have a formalised, effective 1Ganvironment security management
system, including activities related to the idewtiig, measuring, monitoring managing and
reporting of risk in that area, integrated with theverall risk management and information
security system at the undertaking.

18.1. ICT environment security management system shoeltddsed on the strategy of
the undertaking in the ICT environment security dme based on formalised internal
regulations. Information security policy shoulddbasic document in this regard.

18.2. ICT environment security management system shoalthé subject of systematic
reviews aimed at introduction of possible improvatseand accounting for changes in both
the environment of the undertaking and its inteemalironment.

18.3. Undertaking should examine the benefits associatdth application of
international standards (or their Polish equivagmtith regard to information security (such
as ISO/IEC 27000 standards) and make a decisiomhather to adapt the ICT environment
security management system functioning at the uakieg to the requirements of these
standards.
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18.4. Undertaking should ensure the closest possiblgraten of the ICT environment
security management system with the operationkalmanagement process. For this purpose,
the undertaking should, e.g. use appropriate apesdtrisk management tools in the ICT
environment security management system, such &s lbased on the economic environment
and internal contr8f factors self-assessment of operational risk, steramalysis or risk
maps.

ICT Environment Security Risk ldentification

18.5. Identification of the ICT environment security ris&k aimed at determining the
related risk that may cause losses (including firnlosses) to a given institution and
determining where, how and why these threats magnatze.

18.6. Identification of the ICT environment security riskhould be carried out
systematically and be based on:

- identification of the risk associated with potehti@T environment security breach
prior to materialization of given threats,

- identification of the risk associated with potehti@T environment security breach
after materialization of threats.

18.7. While identifying risks associated with the potahtICT environment security
breach prior to the occurrence of given threats,uhdertaking should give special attention
to identification of the existing ICT environmentlaerabilities (including ICT infrastructure
components) and threats that may take advantatiesé vulnerabilities. Undertaking should
consider (including in particular the level of cdewty of the ICT environment and the
exposure to risk within the ICT environment segyritand make appropriate decisions
whether the use of automated tools to identifytexgsvulnerabilities is necessary. Regardless
of a periodic evaluation, identification of risk tin ICT environment security should be
carried out every time when significant modificagoare planned, both as regards the IT
systems alorf8, as well as in the mode of their use, and in thasecof plans for
implementation of new solutions and technologies.

18.8.  While identifying the risk associated with the I@&hvironment security breach,
after the materialization of threats, the undertglshould collect information on the incidents
that occurred in its business activity and thaectffsecurity of the information processed at
the undertaking, and in the case of compliance théhdefinition of an operational incident
adopted by the undertaking, it should include thethe operational incidents database.

18.9. It is recommended to establish permanent cooperatith other undertaking (in
particular, with the application information exclgansystems between the undertaking) for
the exchange of information on the identified thse@s well as conclusions and experiences
arising from the analysis of ICT environment segurbreach incidents identified.

%3 Eg. the number of ICT environment security brefcidents during a given reporting period, the nembf
significant recommendations in the environment ggcussued by the internal audit unit, the numbudr
unprotected vulnerabilities in vital componentghaf ICT environment.

% See also: “Development of IT Systems”.
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Undertaking being part of an insurance capital grahould, in particular, exchange
information in this respect with other entitiesti® group, and should collect and transmit to
the entities information on the tools used to idgnmeasure, monitor, manage and report all
risk factors that cause ICT environment securitglation to which the capital group is
exposed, taking into account the interests of mtiities belonging to the capital group and
taking into account the way in which these inteyest helping to achieve the common goal
of the capital group as a whole, in the long ruhe Thanner and scope of the information
exchanged should ensure its confidentiality, irtipalar insurance secrecy.

ICT Environment Security Risk Measurement

18.10. Measurement of the ICT environment security riskaisied at determining the
probability and potential impact of the materialiaa of threats associated with the risk on
the institution and - assessing this risk on tlzait

18.11. Risk assessment measures taken should have regatbet classification of
information and the information systefmsStudying the impact of identified threats should
also include elements associated with the compofentvhich a given threat has been
identified. As a result of the risk assessment,uih@ertaking should obtain knowledge about
the threats occurring in its business activity asged with the ICT environment security, the
likelihood that the identified threats may occuddhe possible consequences of occurrence,
including potential loss of reputation which magpdeto a decline in client confidence and
termination of their cooperation with the undertaki(e.g. resignation of an insurance
agreement), and which may have a particular impacliquidity of the undertaking. Such
knowledge should allow to make appropriate decsias regards control and prevention of
risk.

ICT Environment Security Risk Monitoring and Management

18.12. Taking into account the results of the ICT envir@minsecurity risk assessment, the
undertaking should make appropriate decisions deggrthe approach to specific threats,
such as:

- risk limitation, i.e. introduction and modificatioof the existing organisational and
technical ICT environment security control mecharss

- risk transfer, i.e. transfer of part of or the emtiisk associated with a threat onto an
external entit§?, in particular through commissioning external gzvprovider®’ to
perform tasks, or through insurance,

- risk avoidance, i.e. avoidance of actions whiclolag a given threat,

- risk acceptance, i.e. conscious avoidance of axtiomeduce the likelihood or impact
of the materialization of a given threat, alonghagbssible provision of funds to cover
potential losses associated with it.

18.13. Control mechanisms used should be adequate ircplartito:

% See section: “Information and IT Systems Clasaifin”
®However, risk transfer should not be regarded talteznative to proper risk management by the ua#lirgs.
%7 See section “Cooperation with External ProviddrServices”.
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- identified threats, assessed risk arising from ehélsreats and significance of
associated ICT environment components, and inquéati of IT systents,

- the scale and characteristics of the businessitgabivthe undertaking,
- complexity of the ICT environment.

18.14. Undertaking should ensure that all exceptions friv@ regulations and control
mechanisms applicable at the undertaking are doctedeand controlled in accordance with
the formal procedure that specifies e.g. situationghich consent is allowed to be given to
exceptions, principles of the submission and apgro¥a request for such consent (ensuring
that the application contains justification of tieed for the exception), persons authorised to
give consent, acceptable duration of the exceptants reporting principles in this regard.
Undertaking should also analyse the risk associatdthe exceptions referred to above on a
regular basis.

18.15. Undertaking should verify on a regular basis whetlige adopted control
mechanisms on ICT environment security are adedaats risk profile and characteristics of
the business activity, and whether operation o$¢hmechanisms is correct. In the event of
such necessity (e.g. if it is established that ititernal resources of the undertaking are
insufficient in this respect), for this purposee thndertaking should use external experts,
keeping in mind the need to preserve the confidétytiof information they acquired in
connection with the control conducted.

18.16. Control of the ICT environment security risk shoblel conducted in proportion to
the level of risk, regardless of whether the rslassociated with the processing of data of the
undertaking’s clients (or conducting other operagi@s part of the insurance or reinsurance
business activity) or with data processing for mxaeentities.

ICT Environment Security Risk Monitoring and Reporting

18.17. The results of identification and assessment of @& environment risk and the
results of testing of the effectiveness of impletedncontrol mechanisms should undergo
monitoring (including for the existing trends), asdould be presented to the Management
Board and Supervisory Board of the undertaking at pf the management information
system operating at the undertalthgSuch information should be transferred on a mgul
basis and the frequency and scope should takeastount the risk profile and scale of the
undertaking’s business activity and enable appab@mreaction.

Information and IT System Classification
19. Guideline 19
Undertaking should classify information systems andformation processed in those

systems in accordance with the principles that talkeder consideration, in particular,
security level required for such systems and infaton.

% See section: “Information and IT Systems Clasaifin”
% See also: “Management Information System”.
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Information Classification

19.1. Undertaking should develop principles for the dfasstion of information to
ensure that any information processed in the IGirenment of the undertaking is subject to
an appropriate level of protection. For this pugads is necessary to establish a system of
information classification which would include #tle data processed in the IT systems of the
undertaking, as well as to ensure that the classifin of each piece of information is
appropriate to the current internal and externabldemons at the undertaking.

19.2. Information should be classified for the level adcarity required, taking into
account in particular:

- significance of the information for the undertakiagd the processes implemented at
the undertaking,

- significance of the information from the perspeetef management of the types of
risk that have been identified to be significant the business activity of the
undertaking,

- results of loss or unauthorised modification of\vaeg piece of information,
- results of an unauthorised disclosure of a givexgbf information,
- detailed regulatory and legal requirements relgaddformation of a given typ€.

19.3. Classification of each piece of information sholld taken into account when

defining security mechanisms that protect the mfation throughout the entire processing
cycle, from obtaining, through use, possible transiutside the undertaking to archiving and
deletion.

19.4.  Access to information with a high degree of confiikdity should be granted only
to persons whom the undertaking finds eligibledoeive access to such information in the
light of the applicable law. In addition, any pardo whom an undertaking provides access to
information with a high degree of confidentialityasild be obliged to sign a commitment to
maintain confidentiality (also for an appropriated after termination of access), wherein the
principle does not apply in cases where applicverequires granting such access.

19.5. Storing information of high significance to the enhking on desktop computers,
laptops or mobile devices should be limited to tilezessary minimum and protected in
proportion to the classification of the informati¢e.g. through encryption, access control
mechanisms, mechanisms that allow recovery of data)

19.6. Undertaking should consider (including in particui@e level of complexity of the
ICT environment, the degree of exposure to riskiwithe ICT environment security and the
scale and characteristics of its business actjvitgyl make appropriate decisions whether the
use of solutions that automate the measures takergards control of the risk associated
with security of the information processed in tBd lenvironment, such as solutions that limit
the ability of the IT system users to save infoiorabn data storage devices, prevent control
over the information sent via e-mail, and resteactess to other e-mail systems than those

0 See also: “Formal and Legal Security”.
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adopted at the undertaking. However, it should bpt kn mind that utilisation of such
automatic solutions does not exempt the undertakmogn the obligation to exercise
supervision over that area by the employees.

IT System Classification

19.7. Undertaking should develop principles of classiima of the IT systems that
would take into account, in particular:

- significance of a given system to the businesyig¢tf the company,
- classification of the information processed withigiven system,
- significance of other IT systems whose operatiqredds on a given system.

ICT Environment Security Breach Management
20.Guideline 20

Undertaking should have formal principles of the magement of ICT environment
security breach incidents including identificationregistration, analysis, prioritisation,
searching for links, taking corrective actions aredimination of causes.

20.1. Undertaking should have internal regulations désagi procedures in the event of

ICT environment security breach incidents, i.eluf@ and overload of the IT systems, loss of
devices or data, human errors resulting in a thedte ICT environment security, violations

or attempted violations of protection, uncontrollewdifications of the systems etc. The
scope and level of detail of these regulations khoorrespond to the scale and specificity of
the business activity of the undertaking and thellef complexity of its ICT environment.

20.2. Principles of managing ICT environment securityaoteincidents should specify in
particular:

- methods and scope of incident information collettio
- scope of responsibility regarding incident manag@me

- the manner of conducting analyses of the impaamaéients on the ICT environment,
including its security,

- principles of categorisation and prioritisation ofcidents, taking into account
classification of information and IT systems corteddo a given incideft,

- principles of detection of dependencies betweenidémis (example of such
dependency in a Denial-of-Service-type attack giravents immediate identification
of another incident and removal of its causes),

- principles of communication, including both the artdking’s employees and external
service providers, and - in the case of signifiaxgosure to the effects of an incident
- also other third parties (clients, counterpartiets.), ensuring adequately prompt
notification of the interested parties and takingasures in proportion to significance
of the incident,

"L See section: “Information and IT Systems Clasaifin”
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- principles of collecting and securing of evidenedating to incidents that could be
used in possible inquiries and court proceeding$dirticular those that minimise the
risk of such evidence being lost or rejected beezanfsan inadequate protection of
data),

- principles concerning taking corrective and preientmeasures, including in
particular assignment of persons responsible fongathese measures and monitoring
their implementation status.

20.3. In order to, e.g. allow preventive measures asrdsgthe identified problems, the
undertaking should keep a register of the ICT emrirent security breach incidents, which
should include detailed information on:

— date of occurrence and identification of the inaigle
- causes of the incident,

- course of the incident,

- effects of the incident,

- corrective measures taken.

20.4. Undertaking should ensure that all employees ahdrgiersons providing services

to the undertaking that have access to the ICTrenwient, are aware of the principles of

management of the ICT environment security breamhdéents within the scope that is

appropriate to the duties performed and authoasatiheld. In particular, these persons
should be obliged to report ICT environment segubiteach incidents (including suspected
incidents) as soon as possible. To this end, thienmking should establish an appropriate
contact centre (e.g. as part of units responsiimdTf systems user support) dedicated to the
management of reports within the scope referredbimve, which should be known in the

institution, constantly available and should allpseper reaction time. Persons responsible for
the management of reports should have qualificatiand knowledge that allow proper

classification of each report and taking measunesonnection with their management or

escalation, i.e. assigning persons with a higheellef competencies in a given area (in

particular based on the classification of informator IT systems with which a given incident

is associated) to manage repdfts.

20.5. It is recommended that in reference to incidengt tlave a significant impact on
the security of data processed, including, in paldr, security of client funds in the case of
insurance products with insurance capital fundo(atsreference to the incidents about which
the undertaking is notified by external service viders’®), the undertaking has a fast
reporting route of their occurrence (including defg possible causes and effects) to the high
level of management of the undertaking. Rapid flofvinformation in respect of the
occurrence of a significant security breach shaalldw appropriate involvement of the
undertaking management in the process of takingectve measures. The undertaking

2 See section: “Information and IT Systems Clasaifin”
3 See section: Cooperation with External Providé/Sesvices
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management should be also notified on the impleatient of these measures on a regular
basis.

20.6. Undertaking should consider (including in particuiae level of complexity of the
ICT environment and the exposure to risk within k§& environment security and the scale
and specificity of the business activity), and mad@propriate decisions on defining
composition of the teams that will be responsilde taking appropriate measures when
incidents that have a significant impact on theusgc of data processed (including, in
particular security of client funds in case of irswe products with insurance
capital fund/unit-linked insurance), who have appiate qualifications and knowledge in this
respect and hold authorisations that enable themak®e effective actions in an emergency
situations.

20.7. Undertaking should consider (taking into account particular the level of
complexity of the ICT environment, the degree gb@sure to risk with regard to security of
this environment and the scale and characterigiicsts business activity), and make
appropriate decisions whether the use of SIEM ctadations §ecurity Information and
Event Managemehtthat facilitate incident management including wség violation by
centralizing the collection, analysis and storafjmgs generated by the IT systems and other
components of the ICT environment is necessary.

Formal and Legal Security
21.Guideline 21
Undertaking should ensure functioning of informatio technology and ICT environment

security areas in compliance with the legal requinents, internal and external regulations,
agreements concluded and standards adopted at tiedtaking and supervisory acts.

21.1. Undertaking should systematically identify, docutn@md monitor compliance with
the requirements referring to the information testbgy and ICT environment security areas
(also in respect of the activity entrusted to exaérservice providefd arising from the
applicable law, internal and external regulati@geements concluded and standards adopted
at the undertaking and supervisory requirementsyding in particular:

- Act of 22 May 2003 on Insurance Activity (Dz. U.2013 item 950 as amended),
- Act of 29 September 1994 on Accounting (Dz. U. @12 item 330, as amended),

- Act of 16 November 2000 on Preventing and Fightvgney Laundering and
Financing of Terrorism (Dz. U. of 2014 item 455),

- Act of 22 May 2003. on compulsory insurance, IneaeaGuarantee Fund and Polish
Motor Insurers' Bureau (ie: Dz. U. of 2013., it€882, as amended.),

- Act of 29 August 1997 on the Protection of Pers@eth (Dz. U. of 2014 item 1182),

" See also: Cooperation with External Providersarf/Bes
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- Act of August 5, 2010. on the protection of classifinformation (ie: Dz. U. of 2010.
No. 182, item. 1228, as amended.),

- Act of 4 February 1994 on Copyright and Relatedhi&dDz. U. of 2006 No. 90, item
631, as amended), and contracts and licensingfo¥aa@ operated,

- legal acts issued on the basis of the above acts,
- supervisory acts.

21.2. Fulfilment of these requirements should be reportewier the management
information systerfr.

Role of the Internal and External Audit
22.Guideline 22

Information technology and ICT environment securitgreas at the undertaking should
undergo systematic, independent audits.

22.1. Undertaking should consider (including in particulae level of complexity of the
ICT environment and the exposure to risk with redgar security of this environment), and
make appropriate decisions with regard to designatas part of internal audit, of a unit
responsible for information technology and ICT eomiment security audit.

22.2. Persons responsible for information technology & environment security audit
should have appropriate qualifications. Audit skdobk conducted with the observance of
acknowledged international standards and good ipescin information technology and ICT
environment security, such as:

- standards related to audits of ISACA IT systemdofmation Systems Audit and
Control Association),

- COBIT (Control Objectives for Information and reddtTechnology),

- GTAG (Global Technology Audit Guide) and GAIT (Geaido the Assessment for IT
Risk),

- ISO (International Organisation for Standardisgtistandards.

22.3.  Audit of information technology and ICT environmesaicurity should be conducted
on a regular basis and each time after introductibmodifications that may significantly
influence the level of ICT environment securityeGuency and scope of audits should arise
from the level of risk associated with individuaidit areas and results of previous review.

22.4. Assignment additional audits to professional extkrnstitutions that specialise in
information technology and ICT environment audits @ factor that may significantly
strengthen control over the risk associated with #nea. Undertaking should consider and
make appropriate decision whether supplementirthefactions of internal audit by external
audits conducted by such entities, in particularespect of areas with a high level of risk.

> See also: “Management Information System”
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